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exeCuTive leTTer

Dear Reader,

The Cybersecurity Skills Journal (CSJ) editorial board is pleased to present practice, research, and teaching 
perspectives on the adoption, adaptation, or extension of the NICE Framework. As the African proverb 
states, “It takes a village to raise a child.” Similarly, CSJ, with its developmental peer review process, stands 
on the shoulders of giants in the cybersecurity community. This Special Issue is possible only because of the 
countless hours contributed by volunteers who shared their time and talent to nurture ideas and experiences 
into rigorous, systematic inquiries that can inform the development of evidence-based practices. 

The contributors to this issue number more than space allows us to recognize. However, we would like to 
highlight a few especially noteworthy individuals. Without the inordinate contributions by these consummate 
professionals, CSJ would not have brought to the cybersecurity community the insights and inspirations 
represented in the articles and notes in this issue.

First, we would like to thank the 40 authors who submitted abstracts and the 162 cybersecurity practitioners 
and scholars who volunteered to serve on peer review panels. While only a select group of manuscripts 
were ultimately selected for publication in this Special Issue, all of the structured abstracts demonstrated the 
importance of achieving the new goal in the NICE Strategic Plan: “Drive Research on Effective Practices 
for Cybersecurity Workforce Development.” 

Second, we would like to thank Casey W. O’Brien and the entire leadership team at the National CyberWatch 
Center (NCC) and Celeste Carter, Corby Hovis, and Victor Piotrowski and other program leadership at the 
National Science Foundation (NSF) who support NCC. The support of NCC and NSF made it possible 
to experiment with developing an outlet for ideas, experiences, and investigations seeking to enhance the 
capability maturity of the cybersecurity workforce. These organizations provided the infrastructure support 
needed to manage the abstract and manuscript submission, 10-person peer review teams, paper development 
workshops, peer reviewer workshops, and the contracting of professional marketing, publication design, and 
typesetting services.

Third, we would like to thank Rodney Peterson and the entire leadership team involved in the National 
Initiative for Cybersecurity Education (NICE). Besides being extremely NICE people (sorry, couldn’t resist), 
without their ongoing focus on the human firewall, a journal dedicated to advancing skills in designing, 
deterring, defending systems that protect our nation’s critical infrastructure would not be possible. Mr. 
Peterson’s keynote address brought much-needed attention to the Special Issue Call for Abstracts at the 
2019 NICE Annual Conference. The NICE Strategic Plan articulates these values1 that align perfectly with 
the CSJ mission: 

• Foster communication and encourage openness to build trust
• Facilitate collaboration, combining the knowledge and skills of stakeholders with multiple 

viewpoints and approaches to achieve the best outcomes
• Share and leverage resources to support community-developed approaches and solutions
• Act based on evidence, pursuing objective and reliable sources of information and using data to 

inform actions or decision
• Evaluate and improve our effectiveness by using quantitative metrics and qualitative measures
• Challenge assumptions, examining rationale for past and present education, training, and 

workforce approaches and applying critical analysis to future solutions
• Stimulate innovation, inspiring and experimenting with new approaches in a search for creative 

and innovative solutions that might disrupt or defy the status quo



5Cybersecurity Skills Journal: Practice and Research

The first five values align with CSJ’s mission to encourage and mentor practitioners, educators, and 
researchers to disseminate their experiences and findings beyond the small circulation venues of meetings 
or conferences. At every one of these convening events, the insights shared are immeasurably valuable to 
the advancement of cybersecurity practice. However, to fully benefit from these insights, a practitioner 
or scholar would need to attend every paper, presentation, or panel session - an impossibility even before 
COVID limited our travel and interpersonal exchanges. Thus, a primary mission of CSJ is to assist 
practitioners, scholars, and all cybersecurity stakeholders by disseminating rigorous investigations grounded 
in conceptual frameworks or empirical analysis that address current conversations in cybersecurity practice, 
research, or instructional design. Articles include a depth of analysis that fosters replication and extension 
thereby progressing the science of cybersecurity skill assessment, development, or adoption.

With this Special Issue, we are excited to introduce a new form of systematic inquiry that seeks to fulfill the 
NICE values of challenging assumptions and simulating innovations. CSJ Notes seek to inspire, enlighten, 
or promote critical inquiry into novel, unexplored or nebulous topics in cybersecurity practice, research, 
and instruction. We refer to these exploratory articles as Notes to emphasize emerging lessons learned or 
thought-provoking conjectures. Practice, Research, or Teaching Notes explore uncharted territory, rather 
than seeking to confirm or disconfirm the results of prior literature as is done in an article. A note may 
propose or review a new or emerging domain, principle, technique, or tool that can raise capability maturity, 
describe proposed or in-progress research, or report the results of an exploratory investigation that yields 
important insights and implications for practice, research, or instruction. A note may also conceptually 
develop a rationale for future practice development or research. In other words, a note may be the beginning 
of developing testable propositions/predictions of impact that later evolve into a theoretical or conceptual 
framework or an empirical investigation that could be published as a CSJ article.

We trust you will find the insightful articles and notes selected for this Special Issue form the beginning 
of an evidence-based turn in cybersecurity practice and research. Professions such as aviation2, medicine3, 
psychology4, and social policy5 have developed repositories of studies that identify effective practices. 
Effective practice begins and ends with skilled performance. The articles and notes in this Special Issue 
portend that the NICE Framework established the foundation for the adoption, adaptation, or extension of 
the tactics, techniques, and procedures that evidence shows to be effective in establishing and maintaining 
a secure systems environment. 

Very Respectfully,

Editorial Board 
Cybersecurity Skills Journal

1 https://www.nist.gov/itl/applied-cybersecurity/nice/about/strategic-plan
2 http://www.ebt-foundation.com/about-ebt 
3 https://www.cochranelibrary.com/ 
4 https://www.samhsa.gov/ebp-resource-center 
5 https://www.pewtrusts.org/en/research-and-analysis/data-visualizations/2015/results-first-clearinghouse-database
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The CYBER security - Competency Health and Maturity Progression (CYBER-CHAMP©) model: 

Extending the National Initiative for Cybersecurity Education 
(NICE) Framework Across Organizational Security 

Jade A. Hott
Idaho National Laboratory, United States

Dr. Shane D. Stailey†
Idaho National Laboratory, United States

Donaven M. Haderlie
Idaho National Laboratory, United States

Ralph F. Ley
Idaho National Laboratory, United States 

† refers to the corresponding author for communications regarding this manuscript. Notice: 
This manuscript has been authored by Battelle Energy Alliance, LLC (DOE Contract No. 
DE-AC07-05-1014517) with the U.S. Department of Energy. The United States Government 
retains a non-exclusive, paid-up, irrevocable, world-wide license to publish or reproduce 
the document, or allow others to do so, for the United States Government purposes.

Abstract— Problem Statement: There is a pervasive talent deficit in the cybersecurity industry that prevents employers 
from being able to fill their open positions efficiently. A holistic approach to security is required to ensure organizations 
have adequate prevention and response capabilities in case of a cyberattack. Specifically, industrial control systems 
(ICS’s) and their operational technology (OT) components have become a constant target for cyberattacks.

Research Questions: It is proposed that the NICE Framework should be extended in the following areas:
1. Include guidance regarding the job roles and competencies for both IT and OT professionals.
2. Offer step-by-step solutions, based on the work role mappings from the NICE Framework, to increase 

cybersecurity through employee training and education. 
3. Provide a streamlined, lifecycle approach to building a cybersecurity program.

Contribution: The CYBER security – Competency Health and Maturity Progression (CYBER-CHAMP©) model 
provides a customized solution for businesses to understand their education gaps in organizational security and target 
areas for improvement. 

Rationale: The Framework for Improving Critical Infrastructure Cybersecurity v1.1 addresses ICS but does not offer a 
measurement of cybersecurity maturity or clear methods to ascertain an organization’s current risk profile. In Phases 1 
and 5 of the model, measurements are provided to help an organization build their current and target risk profiles. The 
NICE Framework provides a structure for planning an IT cybersecurity workforce, but the OT aspects of cybersecurity 
are only briefly discussed. The model uses Phases 2-3 to examine the competencies of an organization’s workforce, which 
includes both IT and OT roles. Current frameworks do not offer next steps to increase an organization’s cybersecurity. 
During Phase 4, employees’ roles are mapped to training, education, and/or certifications from common vendors. 

Investigative Approach: The model provides measurements and metrics for both an organization’s status and continual 
improvement. This improvement methodology includes guidance for creating an overall strategic plan for security 
improvement via products designed to increase an organization’s operational readiness through workforce competency 
health. 

Lessons Learned: Depending on who was participating, there were contradicting answers given in Phase 1 due to 
different security cultures in the organization. This revelation has influenced the steps listed in the User’s Guide, where 
Phase 1’s first recommended step is to assemble a team that champions the facilitation and implementation of the model 
in the organization. During Phase 2, the discovery was made that organizations may be missing roles that are necessary 
to perform critical cybersecurity functions. By understanding the functional roles and competencies needed, they can 
contract or hire cybersecurity help to fill these gaps. 

Implications: Using the model, organizations can discuss quantitative measures for improvement as a business case 
for advancing their security program. Future research can validate and extend the present theory and model to a variety 
of environments. It is of interest to investigate additional security roles and knowledge domains that are used to build 
standardized cybersecurity curriculum.

Keywords—Industrial control systems, 
cybersecurity, operational technology, 
information technology, workforce, 
maturity model, competencies
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I. InTroduCTion

By 2021, it is predicted that there will be over 
three million unfilled cybersecurity jobs worldwide 
(Morgan, 2019). However, there is a pervasive 
talent deficit in the industry that prevents employers 
from being able to fill these positions efficiently 
(Frost and Sullivan, 2017; Morgan, 2019). Many 
tools are available in the informational technology 
(IT) security community to bridge the knowledge 
gap for the workforce, but few address the holistic 
nature of security which includes operational 
technology (OT). OT is the hardware and software 
components of control systems used within critical 
infrastructures such as energy and transportation 
(Murray et al., 2017). In recent years, IT and OT 
have converged and introduced vulnerabilities into 
the industrial environment that were previously 
non-existent (Murray et al., 2017). Therefore, 
industrial control systems (ICS’s) and their OT 
components have become a target for relentless 
attacks by adversaries (Ponemon Institute LLC., 
2019). ICS is an information system that controls 
the processes involved with industrial activities such 
as manufacturing and distribution (NIST, 2011). 
ICS and OT are the perfect target for cybersecurity 
attacks due to their capability to cause loss of life 
and injuries, financial losses, threats to national 
security, and impacts on public health. In a recent 
study of employees from various OT sectors, 90% 
reported a damaging cyberattack in the last two years 
(Ponemon Institute LLC., 2019). A holistic approach 
to organizational security that includes both IT and 
OT is required to ensure adequate prevention and 
response capabilities in case of a cyberattack. 

Although ICS personnel are immersed in 
operational standards and industry best practices, 
research has shown that there is a knowledge gap 
in understanding the cybersecurity implications for 
an organization (Menze, 2019). One of the major 
concerns reported by industrial companies is that their 
asset owners and operators lack general cybersecurity 
awareness (Menze, 2019), which may be due to a 
lack of education and training. A working group for 
the National Initiative for Cybersecurity Education 
(NICE) created an organizational guidebook in 
which the main argument is that “cybersecurity is 
everyone’s job” (NICEWG, 2018). The guidebook 
offers suggestions for the contributions to security 
that all employees can make based on their job 
roles. Herein, a new process is proposed to ensure 
everyone in an organization, despite their role, can 

contribute to solving cybersecurity issues. 

In a recent interview with Michael Bayer, an 
advisor at the Pentagon, Bayer cautioned that, 
“The battle for cyberspace will hinge on human 
beings… A lack of cyber hygiene by just one 
employee or subcontractor of the government can 
be the entryway for a cyber break-in with strategic 
consequences” (Donnelly, 2019). Bayer’s concerns 
are not unfounded as humans – or employees – 
are widely acknowledged to be the weakest line 
of defense against cyberattacks (Schneier, 2000; 
Sasse et al., 2001). This claim was further validated 
with an analysis of data from UK’s Information 
Commissioner’s Office (ICO), wherein it was 
revealed that 90% of all the data breaches examined 
were the result of human factors in the form of 
user error (Ho, 2020). Verizon’s 2020 Data breach 
investigations report also found human error was 
a causal event in 22% of organizational incidents, 
which may represent a more conservative view of 
the issue and still points to the significant impact of 
human factors on cybersecurity.

Potential attackers have employed a variety of 
people-targeted methods, called social engineering, 
to take advantage of these vulnerabilities 
(Fruhlinger, 2019). The most frequently used type 
of social engineering is phishing attacks (InfoSec 
Institute, 2020). Phishing is the use of counterfeit 
emails or messages to convince the recipient to 
perform an action (e.g., clicking on a link) which 
will allow unauthorized access to an organization’s 
systems or the collection of sensitive information 
like passwords (ODNI, 2019). In the realm of ICS, a 
mistake by an employee can be especially disastrous, 
enabling attackers to cause disruptions to critical 
services (e.g., power, heat), produce environmental 
impacts (e.g., explosions, release of chemicals or 
toxins), and even cause loss of human life (Murray 
et al., 2017). During an attack on a German steel 
mill, a combination of social engineering tactics 
and spear-phishing emails were used to gain critical 
login information from company employees (BBC 
News, 2014). Once this information was obtained, 
the attackers accessed the plant’s production 
systems to cause mechanical failures and massive 
damage to the mill. To ensure the security of the 
Nation’s control systems, it is vital for organizations 
to educate and train all employees on cybersecurity. 
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ii. baCkground

In 2018, the Framework for Improving Critical 
Infrastructure Cybersecurity v1.1 was released by 
the National Institute of Standards and Technology 
(NIST). The focus of the NIST Framework is 
the security of critical infrastructure through 
risk management, rather than the education of 
the workforce. The NIST Framework has three 
components – a framework core, implementation 
tiers (“Tiers”), and a framework profile – that provide 
recommendations for addressing an organization’s 
cybersecurity risk (NIST, 2018). The Tiers are 
intended to describe the extent to which cybersecurity 
risk management processes are integrated with 
overall risk management strategies. All Tiers are 
ranked with Tier 1 (Partial) representing the least 
sophisticated processes and Tier 4 (Adaptive) being 
the most sophisticated. However, it is made clear 
in the document that these Tiers are not intended to 
represent maturity levels of risk management (p.8). 
Other than the definitions provided, there is also no 
assessment method to ascertain an organization’s 
Tier placement. The information gained from the 
framework core and implementation tiers can then 
be used to create current and target organizational 
risk profiles, but there aren’t detailed instructions 
for forming the profiles. This lack of step-by-step 
guidance may be due to a limited framework scope 
that does not include assessing underlying factors that 
contribute to risk such as organizational objectives 
and business needs, the relationship between those 
objectives and establishing cybersecurity goals, 
and how those target cybersecurity outcomes are 
implemented and maintained (p.20). 

The NICE Cybersecurity Workforce Framework 
– often referred to as the NICE Framework – addresses 
the education and training needs of the cybersecurity 
workforce by providing a common vocabulary 
for the field and a detailed list of cybersecurity 
Knowledge, Skills, Abilities, and Tasks (KSAT’s) 
for each of the identified work roles (Newhouse et 
al., 2017, pp.2-3). The NICE Framework includes 
7 categories, 34 specialty areas, and 52 work roles. 
The categories are Securely Provision, Operate and 
Maintain, Oversee and Govern, Protect and Defend, 
Analyze, Collect and Operate, and Investigate. 
With this information, the listed work roles can 
be directly mapped to cybersecurity KSAT’s. For 
example, Data Analyst is a work role established 
within the category Operate and Maintain (OM) and 
the specialty area of Data Administration (DTA). 

A Data Analyst has 32 K’s, 26 S’s, 5 A’s, and 23 
T’s, for a total of 86 KSAT’s (p.101, see Table 1). 
The mapping is complete once descriptions for the 
KSAT’s are selected among the tables included in 
the publication (pp.24-94). However, an individual’s 
unique role or job description must be compared with 
the pre-determined list of work roles to determine 
their applicable KSAT’s. Once the KSAT’s are 
mapped, the NICE Framework also does not offer 
suggestions on the types of education or training 
needed to obtain the KSAT’s. The ability to provide 
next steps for applying the NICE Framework in an 
organization may make it easier to justify the time 
spent conducting the mappings. It is recommended 
that the NICE Framework mapping process be 
streamlined to naturally produce the next steps for 
an organization. A process to streamline the mapping 
process for an organization’s work roles, such as the 
Data Analyst, is proposed.

While the NICE Framework is intended to 
be applicable to a wide range of cybersecurity 
workers in an organization, IT roles and IT 
KSAT’s are ultimately the focus of the competency 
recommendations provided. An initial word 
search of the NICE Framework for “information 
technology” produces over four times the 
results (62) than the combined hits for “critical 
infrastructure” (12) and “control system” (1). 
Specifically, the term “operational technology” is 
never referenced in the document. As IT and OT 
systems become increasingly interconnected and 
the vulnerabilities associated with the convergence 
multiply (Murray et al., 2017), educational 
frameworks for cybersecurity should be extended 
to ICS environments and operational concerns. In a 
survey of ICS professionals, respondents were asked 
to identify the biggest challenges faced in the IT/
OT integration process (Filkins and Wylie, 2019). 
61% reported their organization’s biggest challenge 
was IT staff’s lack of understanding regarding ICS 
requirements. IT staff often say the same thing about 
ICS staff’s lack of knowledge in security (p.29). A 
holistic approach to security education and training, 
bridging the gap between IT and OT, is required 
to ensure organizations are adequately prepared in 
case of a cyberattack. The next steps provided by the 
NICE Framework mappings could also be clearer, 
enabling employees to present a strong business 
case for cybersecurity efforts in their organization. 
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Table 1: NICe Framework DaTa aNalysT role mappeD 
To ksaT’s 

iii. researCh QuesTions

Therefore, it is proposed that the NICE 
Framework should be extended in the following 
areas to increase the Framework’s generalizability 
and benefits to organizations:

1. Provide a streamlined, lifecycle approach 
to building a cybersecurity program from 
the formation of current and target risk 
profiles to implementing training paths for 
employees.

2. Extend the focus to organizational security, 
which includes guidance regarding the job 
roles and competencies for both IT and 
OT professionals. The following OT work 
roles will be included: technician, engineer, 
analyst, researcher, and manager.

3. Offer step-by-step solutions, based on 
the work role mappings from the NICE 
Framework, to increase cybersecurity 
through employee training and education.

iv. MeThod

Substantial strides in closing the workforce 
development and training divide between IT and 
OT can be made by forming a model that binds 
together the elements of security operational 
readiness, workforce structure, and individual cyber 
competencies, and curriculum. The CYBER security 
– Competency Health and Maturity Progression 
(CYBER-CHAMP©) model provides a customized, 

self-help solution for government entities and private 
sector businesses to understand their education 
gaps in security and target areas for improvement. 
Hereafter, CYBER-CHAMP© will be referred to 
as “the model.” The model consists of five Phases 
that provide measurements and metrics for both an 
organization’s status and continual improvement. 
This improvement methodology includes 
guidance for creating an overall strategic plan for 
cybersecurity improvement via products designed 
to increase an organization’s operational readiness 
through workforce competency health. Operational 
readiness, when utilized by the model, is defined as the 
evidence, policy, process, and practices from which 
an entire organization can demonstrate preparedness 
towards detecting, handling, responding to, and 
mitigating operationally impacting cybersecurity 
events. Workforce competency health refers to the 
degree to which an organization’s employees can 
perform cybersecurity tasks across the functions of 
awareness, support, maintenance, implementation, 
and design. The five Phases of the model are:

• Phase 1 – Measure Organizational Security 
State: initial assessment of an organization’s 
progress towards security operational 
readiness through maturity levels, which 
is used to form a current risk profile; then, 
identify areas for improvement to create a 
target risk profile. An example is shown on 
the left-hand side of the model in Figure 1.

• Phase 2 – Create Workforce Profile: 
involves mapping an organization’s unique 
workforce role structure to the competency 
health functions.

• Phase 3 – Determine Competency Health: 
survey the tasks required to acquire the 
competencies needed across each functional 
level by role. Once the tasks have been 
mapped, the organization will determine 
the job roles to target for customized 
learning paths. Learning paths consist of a 
broad view of the training and educational 
possibilities for a role.

• Phase 4 – Prepare and Apply Learning 
Paths: The individuals in these roles receive 
their learning path(s). Then, the learning 
paths are tailored down to a one-two year 
training plan.

• Phase 5 – Measure Organizational Security 
State: After the learning paths have been 
completed to the organization’s satisfaction, 
reassess security status to compare with the 
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improvements outlined in the target profile 
that was developed in Phase 1.

A detailed description for each phase of the 
model is provided below. Phases 2-4 will be the 
focus of the direct comparison between the processes 
listed in the NICE Framework and the methods of 
extension that the model uses for an organization’s 
workforce. Figure 1 displays the model and its 
various components in further detail.

Phase 1 - The first step for any organization 
looking to improve their cybersecurity program is 
to determine their current level of organizational 
security. Once their security status is known from 
the results of Phase 1, a target profile for the 
program can be created. Phase 1 is repeated during 
Phase 5 to determine the progress that has been 
made towards the target profile and/or increases in 
security maturity. In Phase 1 and 5, the following 
measurements are conducted: security program 
level, policy maturity level, practice maturity level, 
and the rigor for both policies and practices. The 
maturity measurements are based on the policy and 
practice maturity levels in the NIST Cybersecurity 
Framework Maturity Tool (Masserini, 2018), 
NICE’s seven steps for “Establishing or Improving 
a Cybersecurity Program” (Newhouse et al., 
2017), and the processes and practices provided 
in the Cybersecurity Maturity Model Certification 

(Carnegie Mellon and John Hopkins, 2020). 
Before implementing Phase 1, the appropriate 
personnel should be gathered who understand the 
organization’s current security policies, practices, 
and processes. These individuals will ensure that 
accurate responses are given for the questions in 
the template. The quality of the responses directly 
determines which maturity levels are produced by 
Phase 1’s completion. The results for program level, 
policy, and practices will be used to create a current 
profile and target profile for organizational security. 
The current profile represents the organization’s 
security state at the beginning of the process, while 
the target profile serves as a goal for organizational 
improvements in security by the end of the 
process. These profiles can also be used to build 
a business case, showing the need for increased 
security resources and/or personnel. Both profiles 
will be used to tailor the next steps for improving 
security maturity, build role-based learning paths, 
and establish a continuous life-cycle approach to 
improving cybersecurity programs.

Phase 2 - Phase 2 begins the process to ensure 
that the cybersecurity workforce is conscious of 
security threats and vulnerabilities and are properly 
trained to address them. A workforce profile is built 
using SANS’ Global Industrial Cyber Security 
Professional Job Role to Competency Level 
Recommendation as a template (SANS, 2019). 

FIgure 1: a HIgH-level overvIew oF THe moDel’s CompoNeNTs
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Although these recommendations were originally 
built for an industrial cybersecurity certification, the 
job roles provided span a variety of positions across 
an organization such as management and support 
staff (see Figure 2). An organization’s workforce 
profile is tailored by expanding the SANS job role 
template to include the job role groupings specific 
to their operations. These job role groupings are 
then mapped to the cyber functions by maturity 
level: awareness (level 1), support (2), maintain (3), 
implement (4), and design (5). The goal is to ensure 
that all main roles in the organization are included 
in at least one of the job role groupings (see Figure 
3). It is critical that everyone in the organization, 
despite their role, assumes responsibility for solving 
cybersecurity issues (NICEWG, 2018). All roles 
may be mapped to their own training paths in Phase 
3, but it is recommended for organizations to identify 
a few high-priority roles to receive the first learning 
paths. This will provide a start towards the goal that 
all employees are properly trained. 

FIgure 2: saNs ICs gCIsp Job role groupINgs 
aND Job roles

FIgure 3: saNs ICs gCIsp Job role groupINgs 
aND Job roles

Phase 3 - In this phase, competency health for 
the employees in the identified roles is determined 
by completing a survey. The survey consists 
of the categories, specialty areas, work roles, 

and associated tasks of the NICE Framework. 
Respondents are asked to identify, through a series 
of yes/no questions, which category descriptions 
and specialty area descriptions best match their 
unique organizational role(s). The mechanics of the 
survey are similar to the online mapping tool offered 
by the National Initiative for Cybersecurity Careers 
And Studies (NICCS) but there are few critical 
differences: the model’s survey has OT work roles 
and tasks, includes specialty areas from the NICE 
Framework, and does not ask respondents to self-
identify their KSA’s (NICCS, 2020). The model also 
includes the following OT work roles: technician, 
engineer, analyst, researcher, and manager. These 
new roles were discovered through extensive 
research conducted by Sean McBride, a professor at 
Idaho State University, and will be published in an 
upcoming article. 

Phase 4 - Once the work roles are produced 
by the survey, the mapped tasks from the NICE 
Framework are identified. If more than one role is 
identified from the NICE Framework, the role that 
has the highest number of tasks to perform becomes 
the primary focus for the education and training 
plans developed in Phase 4. It is assumed that the 
primary job role has priority over any secondary 
roles for training investments. Education and training 
are assigned based on the security tasks, out of the 
provided list, that the individual is not yet able to 
perform. One of the ways that education and training 
recommendations are determined is using NIST’s 
mapping of certifications to NICE Framework 
(2018). A mix of other training repositories can be 
utilized from common vendors, academia, and/or 
training providers. The mapping process produces a 
set of courses that becomes the individual’s training, 
education, and/or certification plan. Phase 4 is 
completed when the training plans are implemented 
for the identified employees in the organization. It is 
important to make sure ample time is provided for 
on-the-job, training, education, and certification(s) 
to make an impact in organizational security before 
proceeding to Phase 5.

Phase 5 - To show progress made from the 
current profile towards the target profile, the 
organization should re-conduct the measurements 
from Phase 1. Phase 1 was a pre-test before the 
model was implemented and Phase 5 serves as the 
post-test to evaluate improvements. The difference 
between maturity level scores obtained in Phase 
1 and Phase 5 offer quantitative evidence of any 
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progress obtained. However, the completion of the 
Phase 5 measurements does not represent the end 
of the model because it is intended to be a lifecycle 
approach. The information gained from Phase 5 
should be used to create new improvement goals and 
restart the phased process on a recurring basis (e.g., 
biannually, annually).

v. resulTs

The model leverages existing frameworks and 
resources in a novel way to produce a streamlined 
approach for industrial companies to measure 
their organizational baselines and next steps for 
security improvements at the organizational level 
as well as the workforce level. The model was 
developed to extend these resources to increase 
their generalizability and it is not intended to be a 
replacement framework. Figure 4 demonstrates 
the areas where the model has incorporated and 
extended the concepts from these frameworks. Initial 
work with in-State energy providers and academic 
institutions has resulted in a sustainable solution 
for businesses wanting to attain and maintain an 
organization-wide cybersecurity workforce. This 
work has also initiated vital conversations between 
local education providers on how to integrate newly 
identified, industry validated cybersecurity training 
topics into their degree programs and offerings. 
At the time of this publication, a pilot study with 
a medium-sized power company in Idaho will be 
nearing completion. The purpose of the pilot study 
is to investigate the reliability and validity of the 
model’s measurement process. The results of the 
pilot study will be offered in a future publication. 
For the purposes of this paper on the mechanics of 
the model and its extension of the NICE Framework, 
anticipated results are demonstrated via detailed 
examples for Phases 2-4.

FIgure 4: CyberseCurITy workForCe lIFeCyCle 
DevelopmeNT

Phase 2 Example - It is imperative for an 
organization to understand their current work 
roles and how they are oriented toward security 
competency health. The competencies are organized 
into five functions: awareness, support, maintain, 
implementation, and design. As previously 
mentioned, the first step in this process is to build 
job groupings to which these security functions 
can be assigned. This step starts with a template 
of job groupings and job roles that represent 
security across the entire organization to include 
management, engineering, IT, OT, and security 
(Figure 2). Then, the organization customizes the job 
role groupings, and job roles within each grouping, 
to match organizational job roles. In Figure 3, a 
customized version of the workforce structure is 
shown. The final step of Phase 2 is to understand 
how the role groupings match up to the security 
competency functions (see Figure 5). Figure 6 
shows the job role groupings to security competency 
mapping established through collaboration with the 
organization. 

FIgure 5: DeFaulT Job role group To FuNCTIoNal 
CompeTeNCy mappINgs

FIgure 6: mappINgs oF Job role groupINgs To seCurITy 
CompeTeNCy FuNCTIoNal levels
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Phase 3 Example - Once the competency level 
of each job role grouping is known, competencies 
for the targeted roles can be identified. Phase 3 
requires the completion of a survey consisting of 
the categories, specialty areas, work roles, and 
associated tasks of the NICE Framework. For 
example, the organization may decide to target the 
role of Database Administrator under the IT staff 
job role grouping for training (see Figure 3). All 
employees who fall into that role would fill out the 
survey to determine the category descriptions and 
specialty area descriptions that best match their 
organizational role as a Database Administrator. 
Example results of an individual survey are depicted 
in Table 2. The survey revealed Data Analyst as the 
primary role according to the NICE Framework, 
whereas Database Administrator is their secondary 
role. Although the Database Administrator fits under 
the IT staff role grouping, the survey determined 
that this employee could also require training in ICS 
security due to performing some ICS-related tasks 
in their job.

Table 2: aN example oF pHase 3’s survey resulTs For a 
DaTabase aDmINIsTraTor

Phase 4 Example - Once the major roles have 
been figured out that align with the NICE Framework 
and/or the ICS roles, the model utilizes a training 
repository to provide a learning path from which an 
organization can choose. This training repository 
consists of several sources such as the Illustrative 
Mapping of Certifications to the NICE Framework 
(NIST, 2018). In this case, the organization 
determined that both Data Analyst and Database 
Administrator were important roles that required 
training paths. Using the NIST mapping spreadsheet, 
the Data Analyst and Database Administrator roles 
are in the Data Administration column (see Figure 
7). Next, the certifications applicable to each role 
are found by identifying an intersection between 
the role and a certification. Both the Database 
Administration role and Data Analyst role are 
recommended to be certified in GIAC Security 
Essentials (GSEC), so the GSEC certification is 
added to the path. This same mapping process is 
followed using several other sources found within 
the training repository to discover the full training, 

education, and certification(s) recommendations. 
The recommendations produced offer a broad view 
of the security training that this job role needs. 

FIgure 7: IllusTraTIve mappINg oF CerTIFICaTIoNs To THe 
NICe Framework

vi. disCussion

The model provides a customized, self-help 
solution for a variety of organizations to understand 
their education gaps in security and target areas 
for improvement. By implementing Phases 1-5, an 
organization can attain quantitative results on their 
operational readiness and workforce competency 
health. Metrics for current operational readiness are 
gained in Phase 1 and 5, wherein an organization’s 
security policies, practices, and processes are 
examined. Based on the results of Phase 1, a target 
profile is built aimed at better prevention, detection, 
and response to cybersecurity events. When 
suggestions for improvement in cybersecurity are 
aligned with business priorities, a stronger case can 
be presented for making more than just minimal and 
required changes. Results from Phase 5 can be used 
to demonstrate the tangible improvements made to 
operational readiness and the benefits of using the 
model. 

Phases 2-4 focus on the competency health of an 
organization’s employees. Employee’s competencies 
are considered across the security functions of 
awareness, support, maintenance, implementation, 
and design. In Phase 2, organizations create a cyber 
ready workforce structure that aligns with business 
needs by functional level and can accomplish 
organizational security goals. Phase 3 pinpoints 
the security tasks that employees need to be able 
to perform according to their role(s) using a survey 
that streamlines the NICE Framework’s workforce 
mapping process. Their work role may not be 
represented in the Framework’s list, especially if it 
is OT-related, but the survey will tell an individual 
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which of the Framework’s roles they most closely 
align with. Everyone in the organization, no matter 
their role, can receive recommendations on the 
tasks they can perform to contribute to solving 
cybersecurity issues. The survey’s outcome gives 
organizations the information needed to build 
employee development plans that utilize tools like 
the NICE Framework but include additional and 
specific learning paths necessary to be competent 
and proficient in their unique security role(s).

Initial pilot work with an in-State energy 
provider has led to vital conversations and lessons 
learned. Depending on who was participating, 
there were contradicting answers given in Phase 
1 due to different security awareness levels in the 
organization. This revelation has influenced the steps 
listed in the model’s User’s Guide, where Phase 1’s 
first recommended step is to assemble a team that 
champions the facilitation and implementation of 
the model in the organization. It was also evident 
that organizations can get overwhelmed at the early 
stages of the model regarding the implementation 
or strengthening of a cybersecurity program. 
Organizations seem more willing to admit these 
challenges because the model is not based on 
penalties or fines but provides optional suggestions 
for improvement. During Phase 2, a self-discovery 
was made by an organization that they were 
missing roles that are necessary to perform critical 
cybersecurity functions. By understanding the 
functional roles and competencies needed, this 
organization can contract or hire cybersecurity help 
to fill these gaps. Organizations were also surprised 
by the cybersecurity lift that some individuals were 
already fulfilling to accomplish critical functions. 
This revelation prompted strong discussions around 
role separation and job succession planning. 

Implications - The model is built to be 
performed and applied at the practitioner level, 
accounts for any role in an organization, and can 
be deployed by any size, or type of organization. 
Individual organizations can establish a roadmap 
for cybersecurity improvements based on measured 
cybersecurity gaps vs. just meeting minimal 
regulatory requirements for their industry. The 
roadmap can also be used to build a business 
case, showing the need for increased security 
resources and/or personnel. For the workforce, 
employee development plans can be used to target 
organizational goals such as culture change and 
ensure proper handling of cybersecurity incidents. 

These training plans can also be used by managers 
and Human Resources for a variety of purposes. 
Managers, within an organization, can measure 
expected performance and recommend employee 
training plans by understanding specific security 
function and role alignments. Promotions can also be 
awarded based on progress made in an employee’s 
assigned training plan. Human Resources can use 
the training plans as benchmarks for job descriptions 
and task lists to fulfill security proficiencies. 

The data that is gained from the cybersecurity 
measurement phase can be analyzed and aggregated 
to establish typical cybersecurity program 
baseline profiles as the model is applied across 
varying businesses and sectors. These baseline 
measurements can be used to inform research in the 
following areas: educating and training for specific 
industry and sector security roles, the development 
of targeted soft and hard skills assessments based on 
roles, and effective recruitment and hiring methods 
for cybersecurity personnel. Research can also 
be conducted to validate the roles included in the 
competency mapping survey. 

vii. ConClusion

The model consists of five Phases that provide 
measurements and metrics for both an organization’s 
operational readiness and its workforce competency 
health. Operational readiness is defined as the 
evidence, policy, process, and practices from which 
an entire organization can demonstrate preparedness 
towards detecting, handling, responding to, and 
mitigating operationally impacting cybersecurity 
events. Workforce competency health refers to the 
degree to which an organization’s employees can 
perform cybersecurity tasks competently across the 
five functions: awareness, support, maintenance, 
implementation, and design. The model seeks to 
combine existing frameworks and cybersecurity 
resources to produce a streamlined approach for 
industrial companies to measure their organizational 
baselines and the next steps for security 
improvements. Figure 4 demonstrates the areas 
where the model has incorporated and extended the 
concepts from these frameworks.
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Exploring Non-Technical Knowledge, Skills, and 
Abilities (KSA) that May Expand the Expectations of 

the Cyber Workforce  
Lori L. Sussman

University of Southern Maine, United States

Abstract— Problem Statement: The need to produce cybersecurity workers with technical and non-technical 
knowledge, skills, and abilities (KSAs) is not new. NIST started the National Initiative for Cybersecurity Education 
(NICE) as a conference and expo in 2010. NICE was to bring together industry, government, academia, and non-profit 
organizations to address the U.S.’s cybersecurity education, training, and workforce needs (Petersen, 2019). The NICE 
Cybersecurity Workforce Framework’s initial authors intended it to be a reference source for cybersecurity worker 
development, planning, training, and education (Newhouse, Keith, Scribner, & Witt, 2017). It was 2017 when NICE 
published the Cybersecurity Workforce Framework. This document provided an extensive list of technical KSAs, 
but not non-technical ones. At the same time, private industry started to discover the need for non-technical KSAs in 
their cybersecurity and other highly specialized workers. Tripwire, the security and compliance solutions provider, 
commissioned a survey asking 315 security professionals from over 100 US-based companies about the cybersecurity 
skills gap. Every participant indicated that soft skills were critical (Lapena, 2017). The report commented that the 
need for soft skills had increased to the point where employers were willing to hire people who were strong in these 
areas even if they had no security expertise. In their 2020 survey update, Tripwire noted that company security teams 
would be looking for some outside help to address the skills gap due to the continued strain on their teams because of 
the skills gap (Lapena, 2020). Despite increased data indicating the need for cybersecurity workers to master various 
non-technical knowledge skills and abilities, the NICE Cybersecurity Workforce Framework does not have them listed 
for technical roles and may not help produce the type of worker that U.S. companies need as a result (Newhouse, 
Keith, Scribner, & Witt, 2017). The purpose of this study is to connect with cybersecurity practitioners about the NICE 
Cybersecurity Workforce Framework to explore which non-technical knowledge, skills, and abilities (KSAs) should the 
NICE Working Group consider.

Research questions: 
1. How crucial are non-technical knowledge, skills, and abilities (KSAs) to very technical cybersecurity 

workforce roles? 
2. What are some of the essential non-technical KSAs for technically oriented cybersecurity workers?

Contribution: This research used a novel application of the Ground Truth Expertise Development Model (GTEDM) 
for exploring suitable non-technical, and particularly soft KSAs, for cybersecurity professional development (Assante 
& Tobey, 2011). The study focused on the definition and competency determination step but provided a foundational 
understanding for subsequent steps in further research. The only non-technical KSA exceptions were concerning training 
expertise for newly hired individuals, and that was an expectation of more experienced and sophisticated cybersecurity 
employees. However, all participants emphasized the importance of knowledge capture, sharing, and reuse. The data 
indicated the importance of workers integrating technical and non-technical KSAs within their role and provided a 
substantial list to assess for efficacy going forward. The surprising consideration is that these technical and non-technical 
KSAs are not the same for all roles. More work may be necessary to determine how best to account for the differences 
in emphasis for various roles in future research.

Theory Propositions: The literature suggested cybersecurity workers should get educational, experiential, and 
professional exposures to certain hard, soft, and mixed non-technical KSAs to successfully interface with clients 
autonomously (Shank & Robinson, 2019). The current NICE Cybersecurity Workforce Framework was focus 
mainly on technical expertise. Yet, research suggests that non-technical soft skills, which include problem-solving, 
communications, collaboration, and similar behaviors, are critical items to consider integrating into educational and 
professional development curricula (Blair, Hall, & Sobiesk, 2019; AACU, n.d.). It is significant to note that not all 
non-technical skills are soft, but these skills are often a dominant area of interest by employers when discussing non-
technical skills (Litecky, Arnett, & Prabhakar, 2004). This research uses the Ground Truth Expertise Development 
Model (GTEDM). GTEDM has six areas that include Understanding, Assessing, Educating, Measuring, Developing, 
and Getting Feedback (Assante & Tobey, 2011). Cybersecurity workers progress through this cycle as they gain more 
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I. InTroduCTion

Cybersecurity workers feel the pressure of 
being understaffed despite aggressive actions to hire 
people with the right expertise (Crumpler & Lewis, 
2019). Even before the COVID-19 pandemic, 
reports of cyberattacks, social engineering scams, 
identify theft, and cyber-based financial fraud 
frequently made news headlines (FBI, 2020; 
USSS, 2020). As early as 2017, more than 93% of 
executives and hiring managers predicted a severe 

skills gap in security organizations with increased 
difficulty hiring people with the required skills and 
expertise (Lapena, 2017). However, there was little 
coordinated response from the public or private 
sector to respond to this shortage.

One of the organizations taking leadership 
surrounding this cybersecurity skills gap challenge 
is the U.S. Cyberspace Solarium Commission 
(USCSC), which released its final report on March 
11, 2020. The USCSC publication coincided with 

expertise. GTEDM starts with Understanding which required job definition and competency analysis as an effective way 
to look at those KSAs that fall under the baseline non-technical skills examined. This proposed research argues for the 
next iterations of the NICE Cybersecurity Workforce Framework to include non-technical KSAs to complete a more 
holistic Understanding phase for cybersecurity education and training (Newhouse et al., 2017). This addition provides 
future cybersecurity workers with critical components for employability and professional growth.

Method: The researcher used a phenomenological study method using both structured and semi-structured methods for 
collecting data. Over three months, the researcher conducted semi-structured interviews with cybersecurity professionals 
performing a wide variety of cybersecurity roles. The researcher used semi-structured interviews over other methods, 
such as surveys.

Findings: The field overwhelmingly agreed that non-technical skills were essential to a cybersecurity worker’s success. 
Each participant verbalized their agreement that most of the non-technical KSAs presented were essential characteristics 
to consider when hiring an entry-level position during their interview sessions. The exception was in the area of training. 
Participants agreed that some kind of ability to train others was an essential part of a cybersecurity workers’ professional 
development and expected of experts. The participants differed on the order of importance for the KSAs evaluated. A 
noteworthy area was that of how role and experience impacted emphasis which depended on a participant’s personal 
professional progression within the GTEDM model. A participant’s role often shifted the weight of importance given 
to non-technical KSAs more than any other demographical item. Participants’ responsibilities ranged from assessing 
aptitude during hiring to instructing fellow workers as part of a larger security team or evaluating the cybersecurity 
posture’s performance and efficacy for the broader organization. While these disparate points of view did not change the 
overall list, they did change the emphasis and order of various KSAs. The qualitative process produced three themes as 
non-technical KSA areas of the most significant import to the cybersecurity field.  These themes included critically using 
information, underscoring communication skills, and emphasizing collaboration in pursue customer/client success. 
These clusters were reasonably uniform across roles, ages, and education. 

Implications for Practice: This research integrated theoretical models with the current NICE Cybersecurity Workforce 
Framework to produce recommended non-technical knowledge, skills, and abilities (KSA) additions for technical 
cybersecurity roles. This initial list may serve as a starting point when developing programs to educate the next 
generation of cybersecurity workers. These non-technical KSAs, elicited from expert participants, touch upon crucial 
steps of the GTEDM (Assante & Tobey, 2011). Most of these discussions focused on entry-level technical cybersecurity 
workers. As such, further research could examine cybersecurity workers who are in later parts of the GTEDM to test the 
validity of these KSAs for aptitude assessment, instruction, and simulation, as well as knowledge and performance-based 
measurement to determine the efficacy of these KSAs for later stages of the cybersecurity professional development 
cycle (Assante & Tobey, 2011). 

Implications for Research: Since this research used a qualitative approach, the findings may be less generalizable than 
some quantitative analysis but still contribute to cybersecurity education, awareness, and training body of knowledge. 
The researcher narrowly defined the study to make the methodology as replicable as possible. The continued inquiry of 
practitioners may produce a more comprehensive list of hard, soft, and mixed non-technical skills that will benefit the 
public, private, and academic sector organizations. Specifically, this research gathered cybersecurity expert views on 
essential non-technical KSAs currently missing in published workforce frameworks accepted by the field. 

Keywords—TNICE; KSA; higher education; specialty area; training; work role
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the very beginning of the COVID-19 pandemic. The 
significant increase of remote workers who needed 
secure and reliable connected technology to work at 
home and reduce virus exposure further exacerbated 
the shortage of required cybersecurity professionals 
(BLS, 2020). This period also saw a corresponding 
surge in cybercrime (USSS, 2020). The Federal 
Bureau of Investigation (FBI) COVID-19 Working 
Group, in conjunction with the Secret Service’s 
Global Investigative Operations Center (GIOC), 
reported that COVID-19 related cybercrime 
accounted for a 300 percent jump in complaints in 
the first four months of the COVID-19 pandemic 
(FBI, 2020). The pandemic heightened the need for 
corporate, academic, and government institutions to 
work together to figure out better ways to attract and 
retain cybersecurity professionals. 

The demand for cybersecurity workers is 
not new. NIST started the National Initiative for 
Cybersecurity Education (NICE) as a conference 
and expo in 2010 to bring industry, government, 
academia, and non-profit organizations together to 
address the U.S. cybersecurity education, training, 
and workforce needs (Petersen, 2019). NICE used 
the expertise model that contained three interrelated 
components of knowledge, skill, and abilities to 
formulate cybersecurity work roles (Dali’Alba, 
2018). Figure 1 depicts all cybersecurity work 
categories, specialty areas and work roles enumerated 
within the NIST Special Publication 800-181 NICE 
Cybersecurity Workforce Framework (Newhouse et 
al., 2017). 

There were four primary authors who queried 
stakeholders from academia, government, industry, 
and non-profit organizations for comment. NIST 
intended this document to be an essential reference 
for describing and sharing information about 
cybersecurity work and worker KSAs (Newhouse 
et al., 2017). While the NICE Cybersecurity 
Framework (2017) did not guide much non-technical 
knowledge, skills, and abilities (KSAs), it did 
establish both a taxonomy and a shared vocabulary 
for the “eyes on keyboard” worker. These common 
terms, language, and structures were foundational to 
describing cybersecurity work and workers for the 
public, private, and academic sectors.

FIgure 1: NICe CyberseCurITy workForCe Framework

Note. Adapted from Newhouse, Keith, Scribner, 
and Witte (2017). Work roles are not job titles, and a 
practitioner could have one or more work roles assigned 
to their position. 

Users of the NICE Framework implemented 
it locally for different workforce development, 
education, or training purposes (Newhouse et al., 
2017, p. 2). The work role descriptions were devoid 
of non-technical KSAs due to an overemphasis on 
all things technical. Examining knowledge areas 
illustrates this point about stressing technical KSAs. 
There are 630 knowledge areas, and arguably 
there are ten that are non-technical and are most 
associated with training (Newhouse et al., 2017). 
The impending publication of a revised NICE 
Cybersecurity Workforce Framework that went 
out for cybersecurity stakeholder comment in 
2019 provides an opportunity to address the gap 
concerning non-technical KSAs.

The NICE Working Group (NICEWG) engaged 
the public, private, government, and academic 
sectors to produce unifying standards for recruiting, 
educating, and developing cybersecurity experts 
(NIST NICEWG, n.d.). The mission of NIST 
NICEWG was to understand, assess, educate, 
measure, and develop the next generation of 
cybersecurity experts. NICEWG experts understood 
how the emergence of a pandemic in 2020 and the 
associated pivot to a more remote and distributed 
workforce globally increased pressure on computer 
security teams. 
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Expertise Requires an Expression of Skill

Expertise is commonly represented by two 
systems, which are factual (technical) and heuristic 
(non-technical) KSAs (Buchanan, Davis, Smith, 
and Feigenbaum, 2018). In some circumstances, 
non-technical KSAs are equated with the term “soft 
skill.” The U.S. Army created this term in 1968 to 
mean any skill that was not mechanical or technical, 
which implies the heuristic KSAs (U. S. Army 
United States Continental Army Command, 1968). 
The field now considers non-technical KSA as 
activities such as problem-solving, communications, 
collaboration, and similar behaviors (Blair, Hall, & 
Sobiesk, 2019, March; AACU, n.d.). It is important 
to note that not all non-technical skills are soft, 
but these are often a dominant area of interest by 
employers when discussing non-technical skills 
(Litecky, Arnett, & Prabhakar, 2004).

The need to include non-technical skills, 
and particularly soft skills, into cybersecurity 
professional development is not new. The literature 
showed that expert performance is enhanced 
by secondary traits that share the expression of 
expertise (Winegard, Winegard, & Geary, 2018). 
To this point, the security and compliance solutions 
provider, Tripwire, commissioned a survey asking 
315 security professionals from over 100 US-
based companies about cybersecurity skills gaps, 
and every participant noted that soft skills were 
essential (Lapena, 2017). The study offered that 
the need for soft skills had increased to the point 
where employers were willing to hire people with 
strong soft skills even if they had not technical 
cybersecurity expertise. In their 2020 survey update, 
Tripwire noted company security teams were highly 
strained due to difficulty staffing and continued to 
look for external assistance to address the skills gap 
(Lapena, 2020). 

Tripwire’s data underscores the need to integrate 
both technical and non-technical KSAs into every 
cybersecurity role. The lack of non-technical KSA 
in the published NICE Cybersecurity Workforce 
Framework indicates that it is incomplete, may not 
help produce the multi-faceted cybersecurity workers 
that U.S. companies need. The purpose of this study 
was to connect with cybersecurity practitioners about 
the NICE Cybersecurity Workforce Framework to 
explore which non-technical KSAs NIST and its 
NICE working groups should consider for inclusion 
in the next iteration.

Background of the NIST Cybersecurity 
Workforce Framework

According to the U.S. Department of Labor, 
most cybersecurity positions require a bachelor’s 
degree in a computer-related field (BLS, 2020). 
The supposition is that this credential provides 
some semblance of validity to specific foundational 
KSAs of entry workers. However, the creation of a 
professional cybersecurity workforce does not fall 
on the shoulders of academia alone. As pointed out 
by the Cyberspace Solarium Commission’s recently 
released final report, the need for a well-trained 
cyber workforce is a private-public imperative. Co-
chairmen Senators Angus King and Representative 
Mike Gallagher framed the cyber talent situation in 
this way,

The U.S. government should recruit, develop, 
and retain a cyber workforce capable of building 
a defensible digital ecosystem and enabling 
the agile, effective deployment of all national 
power tools in cyberspace. Doing so will require 
designing innovative programs and partnerships to 
develop the workforce, supporting and expanding 
good programs where they are already in place, 
and connecting with a diverse pool of promising 
talent. Sometimes success in building a robust 
federal workforce depends on elements outside of 
the federal government. In those cases, the U.S. 
government can and should play a supporting role 
by providing its partners in workforce development 
with tools needed to accelerate the increase in 
cyber personnel. (p. 43)

The report also recommends that standards 
and frameworks developed by the Cybersecurity 
and Infrastructure Security Agency (CISA) and its 
U.S. National Initiative for Cybersecurity Education 
(NICE) should continue to expand.

The Cybersecurity and Infrastructure 
Security Agency Act of 2018 established CISA 
to improve cybersecurity across all government 
levels, coordinate between the federal and state 
governments, and strengthen the nation’s overall 
cybersecurity posture (CISA Act, 2018). CISA 
created the National Initiative for Cybersecurity 
Careers and Studies (NICCS) to provide the 
U.S. with a comprehensive resource addressing 
cybersecurity knowledge needs (CISA, 2020). This 
initiative partnered CISA with the Department of 
Homeland Security (DHS), the National Institute 
of Standards, and Technology (NIST), the Office of 



23Cybersecurity Skills Journal: Practice and Research

the Director of National Intelligence (ODNI), and 
the Department of Defense (DOD). NIST published 
the first NICE Cybersecurity Workforce Framework 
in 2012, and it is updated periodically to meet the 
needs of this fast-evolving field (Newhouse et al., 
2017).

The most recent NICE Cybersecurity Workforce 
Framework provides a fundamental reference 
resource that specifies cybersecurity work and the 
KSAs for cybersecurity professionals. Most of the 
catalogued skills require technical mastery, such as 
“skill in reading hexadecimal data.” Notably, the 
category of Oversee and Govern is more integrative, 
including cybersecurity leadership, management, 
legal advocacy, program/project management, and 
training/education/awareness (Newhouse et al., 
2017). This is the areas within the publication where 
the majority of non-technical KSAs are found.

The NICE Cybersecurity Workforce Framework 
relegates non-technical skills such as Skill ID 
S0102, called “skill in applying technical delivery 
capability” to curriculum developers and other 
non-technical support work listed for education, 
training, and awareness roles (Newhouse et al., 
2017). However, cybersecurity requires teams of 
people with a wide range of backgrounds and skills, 
not all technical, to be effective (Lee, 2019; National 
Research Council, 2013). The current NICE 
Cybersecurity Workforce Framework does not fully 
recognize this need for a diversity of skills, which 
is a gap. This research explores the most imperative 
non-technical KSAs with cybersecurity practitioners 
to discover which are the most urgent for inclusion 
in future versions of SP 800-181. As pointed out by 
the National Academy of Sciences,

Education, training, and workforce 
development activities that focus too much on 
narrow technical knowledge and skills may 
discourage participation by people with much-
needed non-technical knowledge and skills, may 
overly concentrate attention and resources on 
building technical capability and capacity, and 
may discourage technically proficient people from 
developing non-technical skills. The result would 
fall short of delivering the workforce the nation 
requires (National Research Council, 2013, p. 26).

Recent research supported this call to action. 
Blair, Hall, and Sobiesk (2019) found that educating 
future cybersecurity professionals requires a 
multidisciplinary approach. They concluded 

cybersecurity curricula development should be 
“interdisciplinary in that they support a personal 
approach to problem-solving and knowledge 
development that requires synergy across disciplines 
within an individual” (Blair et al., 2019, p. 59). 

Developing a Conceptual Framework

The multidisciplinary KSAs that also fall 
under the Association of American Colleges and 
Universities VALUE rubrics are identified by hiring 
managers as necessary KSAs for technical workers 
to get hired (AACU VALUE Rubrics, n.d.). There 
appears to be a two-stage recruiting model where 
requisite technical skills get candidates past the 
filters to an interview. It is the interview step that is 
most crucial in the hiring process. Hiring mangers 
assessed candidates for their demonstrated soft 
skills and cultural fit as top hiring criteria (Litecky 
et al., 2004). Research found that hiring officials 
looked for inquiry and analysis, critical thinking, 
creative thinking, written communication, oral 
communication, reading, quantitative literacy, 
information literacy, teamwork, and problem-solving 
KSAs in future workers (AACU VALUE Rubrics, 
n.d.; Blair et al., 2019; Litecky et al., 2004). This 
study used non-technical KSAs gleaned from the 
current NICE Cybersecurity Framework as a starting 
point to discuss with cybersecurity professionals 
and the qualitative analysis used categories noted by 
AACU for qualitative categorization and analysis. 
Current theory informed the qualitative process used 
when exploring the significance of non-technical 
KSAs with cybersecurity practitioners. 

The present Cybersecurity Workforce 
Framework had some non-technical KSAs and those 
were mapped to the GTEDM model thus producing 
a conceptual framework for analysis. A conceptual 
framework uses theory, research, and experience 
to examine the relationship between constructs and 
ideas (Bloomberg and Volpe, 2016). In this case, 
the Ground Truth Expertise Development Model 
(GTEDM) and its first step requiring job definition 
and competency analysis provided an effective way 
to look at those KSAs that fall under the baseline non-
technical skills examined. GTEDM’s six significant 
areas are understand, assess, educate, measure, 
develop, and get feedback to create cybersecurity 
experts who will help continually improve the field 
(Assante & Tobey, 2011). 
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FIgure 2: THe grouND TruTH experTIse DevelopmeNT 
moDel (gTeDm)

Note. Adapted from Assante and Tobey (2011), this 
model helps identify and develop future cybersecurity 
experts.  

The GTEDM provides the path to expertise 
that could be accelerated by understanding all of 
the KSAs necessary along the development path 
(see Figure 2). As noted by the National Board of 
Information Security Examiners (NBISE) (Tobey, 
2012, pp. 10-11),

Traditionally it takes many years to mature 
a cybersecurity worker’s knowledge, skills and 
performance. Senior cybersecurity professionals 
possess a special mix of information security 
(InfoSec), technology infrastructure, risk, 
operations, social, analytical, and organizational 
skills. To reach peak performance, senior security 
engineers had to first become highly proficient 
I.T. professionals. Years of accumulation of 
I.T. knowledge are then enhanced with years of 
additional security experiences, which eventually 
allows mastery of forensics, risk management and 
business impact principles. This path ultimately 
allows a seasoned InfoSec expert to perform highly 
skilled actions that protect grid control systems 
on infrastructure in a way that is aligned with 
organizational and regulatory policies and goals.

The NBISE discovered that it was the non-
technical skills that differentiated experts from those 
who were competent (journeyman) or proficient 
(apprentice) (Tobey, 2012). These studies concluded 
that identifying technical and non-technical 
cybersecurity KSAs at each point in a professional’s 
progress from apprentice to journeyman could 
allow educators to develop curricula that engender 
accelerated development.

In order to get clear definitions for the GTEDM, 
the investigator engaged field experts to share 
their views on essential non-technical KSAs 
currently missing. The research design involved 
integrating theoretical models with the current NICE 
Cybersecurity Workforce Framework (Newhouse et 
al., 2017) to produce a non-technical KSA list to 
present to experts as a conversational starting point. 
Since defining KSAs are part of the Understand 
phase of the GTEDM, the investigator bound much 
of the conversation with the participants to the early 
career stage. Some interviews touched up subsequent 
steps of the GTEDM, but that was relatively limited. 
The use of published KSAs from the current NICE 
Cybersecurity Workforce model served to get 
immediate participant acceptance of the KSAs 
presented for their review. The cybersecurity field 
experts’ involvement and insights produced rich 
data necessary for job definition and competency 
analysis (Assante & Tobey, 2011). As such, this 
conceptual model helped bound the inquiry process 
and provided ideas for future investigation.

The author interviewed 43 self-identified 
cybersecurity professionals from industry, non-
profits, government, and higher education to 
address the gap. This study focused on exploring 
non-technical KSAs that experts believed were 
instrumental to a cybersecurity worker’s success. 
This body of work focused on answering two research 
questions concerning the relative importance of the 
non-technical KSA gaps in the current NICE model. 
The first question dealt with ascertaining the degree 
of importance cybersecurity professionals placed 
on non-technical KSAs for their entry-level and 
other cybersecurity workers. The second question 
centered on soliciting opinions about the most 
urgent, if any, non-technical KSAs that the future 
NICE Cybersecurity Workforce Framework should 
consider adopting.

It is vital that most cybersecurity professionals 
are integral members of organizations, and their 
activities support a group’s goals and objects. 
As such, the majority of participants come to 
cybersecurity with a customer-service-centric lens. 
The business world has long studied models that 
allowed them to define and assess its own non-
technical KSAs and teach its staff these values. 
Sandwith (1993) identified five critical areas: 
conceptual/creative, leadership, interpersonal, 
administrative, and technical. Synthesizing the 
literature and the conceptual model, the researcher 
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used these five areas to qualitatively categorize and 
analyze the cybersecurity practitioners’ interview 
transcripts (see Table 1). 

Table 1: TeCHNICal CyberseCurITy role 
NoN-TeCHNICal ksas

Note. Adapted from Sisson and Adams, 2013

The study design used a grounded approach for 
data collection and interpretation of KSAs discussed 
and recommended by the participants. This approach 
allowed the researcher to create appropriate non-
technical KSA recommendations for technical 
cybersecurity professionals based on theoretical 
models discussed (Haney, & Lutters, 2018; Mitchell 
et al., 2010; Litecky et al., 2004).

The Customer Service Model as a Point of 
Departure

Data from the U.S. Department of Labor 
suggests that customer service representatives, 
computer support specialists, and information 
security analysts are similar entry occupations 
regarding duties and job growth. Customer Service 
Representatives (CSR) typically use telephones, 
computers, and other office equipment, but their 
central role is to explore customer solutions (US 
BLS, 2020). CSR’s that are less educated and do 
not have unique skills are paid substantially less 
than their more technical. A worker who is in these 
types of client interfacing roles are judged based 
upon their ability to deliver service that meets 
customer expectations (Parasuraman, Zeithaml, 
and Berry, 2018). Service quality research stressed 
five dimensions that influence customer perceptions 
of service quality. These dimensions included 
reliability, responsiveness, assurance/empathy; 
and tangibles such as physical cues (Nyadzayo & 
Khajehzadeh, 2016). These categories helped guide 

qualitative analysis and synthesis during the coding 
process.

Evaluating Entry-Level Helpdesk Jobs

It was crucial to understand the expectations 
managers have for positions that interface with end-
users or customers. Most entry-level cybersecurity 
jobs are auditor, analyst, responder, and technician 
roles that require some level of customer interaction, 
often requiring the employee to educate about and 
advocate for cybersecurity compliance (see Figure 
3) (Cyberseek Career Pathways, n.d.). 

FIgure 3: Cyberseek CyberseCurITy Career 
paTHway exCerpT

Note. This dataset as of July 7, 2020. This interactive 
model shows critical jobs within cybersecurity, frequent 
transition opportunities between them, and detailed 
information about each role’s salaries, credentials, and 
skillsets. 

Computer Support Specialists (CSS) in 
networking, software development, systems 
engineering, financial and risk analysis, and security 
intelligence are typical cybersecurity feeder roles 
(Cyberseek Cybersecurity career pathway, n.d.). 
While there are many paths into the occupation, 
many computer support specialist positions require 
a bachelor’s degree. Still, an associate degree or 
postsecondary classes may be enough for others if 
accompanied by industry certifications (US BLS, 
2020). The median income in 2019 was almost 
double that of a customer service representative, 
but that is because computer support specialists 
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have specialized KSAs and may need to work 
nights or weekends due to the need for constant 
computer availability (US BLS, 2020). Employment 
of computer support specialists is projected to 
grow 10 percent from 2018 to 2028, faster than the 
average for all occupations, but not as quickly as 
cybersecurity workers.

The information security analyst role is 
representative of entry-level cybersecurity jobs. 
In 2019, the median salary was $99,730 per year, 
as most positions require a bachelor’s degree in a 
computer-related field and experience in a related 
occupation (US BLS, 2020). The U.S. Bureau of 
Labor Statistics (BLS) projected that employment 
of cybersecurity professionals such as information 
security analysts growing 32 percent from 2018 to 
2028, which is much faster than the average for all 
occupations (US BLS, 2020). As of July 2020, there 
were more than 500,000 cybersecurity job openings, 
with demand growing for workers who can create 
innovative solutions to prevent hackers from stealing 
critical information or causing problems for computer 
networks (CyberSeek, Interactive Map, n.d.).

These roles seem related because the persons 
involved similarly interact with customers when 
delivering services face to face, by email or text, via 
live chat, or through social media. The differences are 
educational requirements and technical expectations 
when interacting with customers at any given time, 
both during the business week and during off-
hours. However, hiring managers frequently report 
that STEM graduates often lack written and oral 
communication, project management, teamwork, 
problem-solving, critical thinking, and interpersonal 
skills (Jang, 2016). This frustration has led to 
companies hiring non-skilled workers with strong 
soft skills and investing in training them for technical 
work (Lapena, 2020). Unfortunately, this is a time 
consuming, costly, and ultimately unsustainable 
approach for hiring cybersecurity workers. It is 
important to future cybersecurity workers that they 
receive experiences and exposures to non-technical 
KSAs to be competitive in the job market.

Mining the NICE Cybersecurity Workforce 
Framework for Non-technical KSAs

The conceptual framework uses the NICE 
Cybersecurity Workforce Framework KSAs 
delineated for the cybersecurity curriculum developer 
role to develop the participant interrogatory. This 

position, and similar Oversee and Governance roles, 
feature six knowledge units, six skills, and thirteen 
abilities that relate well to the non-technical and 
important soft KSAs discussed earlier. In keeping 
with the GTEDM model’s progression, the first step 
was to understand better and define the non-technical 
KSAs. To that point, the NICE Cybersecurity 
Workforce Framework non-technical KSAs were 
compared to those considered most critical by the 
field as confirmed by current research (see Table 
2) (Blair, Hall, & Sobiesk, 2019; Newhouse et al., 
2017; AACU, n.d.; Litecky et al., 2004).

Table 2: NICe Framework NoN-TeCHNICal ksas For 
CyberseCurITy CurrICulum Developer

Note. Adapted from National Initiative for 
Cybersecurity Education (NICE) Cybersecurity Workforce 
Framework (Newhouse et al., 2017).

These KSAs constituted the discussion starting 
point during the interviews for field validation and 
recommendations for additions, deletions, and 
modifications. 

Ii. MeThod

The researcher used a phenomenological study 
method using both structured and semi-structured 
methods for collecting data. Phenomenology 
does not seek to explain but rather facilitate more 
in-depth insight into an experience through a 
description (Bloomberg & Volpe, 2016). However, 
phenomenological studies can be more than just 
descriptive. The phenomenological investigator 
organizes the data into meaning-making units 
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that cluster into common categories or themes 
(Moustakas, 1994). Collecting data in many forms 
and using that information for spiral analysis will 
help with data management, coding, classifying, 
interpreting, and finally representing and visualizing 
the data (Creswell, 2018). This study used inductive 
reasoning to understand interview information. 
The conceptual Framework informs this effort and 
shapes themes and categories (Merriam & Tisdell, 
2016). The data analysis is an iterative process 
requiring the researcher to frame, reframe, and 
interpret the information (Creswell, 2018). These 
findings may lead to a better understanding of the 
requisite non-technical skills cybersecurity workers 
should develop (Ravitch & Riggan, 2017). 

Over three months, the researcher conducted 
semi-structured interviews with cybersecurity 
professionals performing a wide variety of 
cybersecurity roles. The researcher used semi-
structured interviews over other methods, such as 
surveys. The participants received an advance copy 
of KSAs listed in Table 2 for review prior to the 
scheduled session. Interviews provide a richness 
of data and the latitude to ask follow-up questions. 
This ability to pursue detail puts the researcher in a 
unique position to probe and clarify, thus using the 
interview as a mechanism to encourage participants 
to add other pertinent information (Creswell, 2018).

The researcher used social media such as 
LinkedIn to request participation from self-described 
cybersecurity professionals. There were over 100 
initial responses, 65 initial intakes, 45 interviews, 
and 43 returned approved transcripts. Participants 
agreed to Zoom recordings of their talks, which 
accelerated transcription with its automated cloud 
transcription capability for enterprise users. The 
principal investigator reviewed and corrected the 
automatic transcription before sending the document 
to the participants for review and approval. The 
transcripts were stored without personal identifiers 
and uploaded into NVIVO for qualitative coding. 
The researcher did not compensate participants for 
their involvement with this study.

Purposeful Sampling

The investigator narrowed the sample population 
to those who explicitly used cybersecurity as part 
of their job description or title for this study. As a 
grounded theory study, the researcher found that 
these cybersecurity professionals provide the most 

authoritative reasoning behind which non-technical 
skills were essential for new worker professional 
development (Creswell & Poth, 2018). The 43 
interviews represent a wide range of roles from 
cybersecurity executive at a Fortune 50 company to 
individual contributors working in small businesses. 
This use of maximum variation sampling provided 
substantial variation in perspectives, experiences, 
and exposures, thus offering greater insight into the 
phenomena that shape the need for non-technical 
KSAs (Creswell & Poth, 2018). The researcher 
was open to snowballing, and several participants 
identified others for this study. The NICE Workforce 
Framework provided the definitional boundary for 
cybersecurity professional and guided recruitment. 
The resulting pool was more diverse and senior 
than the cybersecurity field writ large (see Table 
3). According to ISC(2) (2019), the workforce is 
over 66% male, with 38% completing a bachelor’s 
degree, 28% achieving a master’s degree, and 10% 
doctoral or post-doctoral degrees. The workforce is 
also relatively young, with 37% under 35 years of 
age, 33% between 35 and 44, 19% between 45 and 
54, and less than ten over 55. 

Table 3: parTICIpaNT DemograpHICs

This participant sample was 67% male. The 
group was also more educated, with 29% having 
a bachelor’s degree, 64% completed a master’s 
degree, and 5% had a doctorate or higher. The group 
was a bit older than the field, with 66% being 50 
or older, 17% in their 40’s, 12% in their 30’s, and 
5% in their 20’s. These minor variations from the 
field demographics helped get the hiring manager’s 
perspective during the interviews.
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iii. daTa ColleCTion

The researcher conducted 43 semi-structured 
interviews that were planned for 45 minutes and did 
not exceed one hour. The interview questions used 
non-technical KSAs derived from the current NICE 
Workforce Framework. Most of these attributes came 
under non-technical roles, such as Cybersecurity 
Curriculum Developer. The investigator asked each 
participant about the relative importance of these 
KSAs for more technical cybersecurity workers. The 
interviewer then asked them to identify what was 
missing from the list provided. Knowledge, skills, and 
abilities were all discussed separately (see Table 2).

The first three interviews served as a pilot 
to discern potential flaws and timing challenges. 
Because there were no revisions to the protocol, the 
researcher included data from these interviews in 
the final data set. This approach aligns with accepted 
qualitative research methods. The researcher coded 
the data until reaching theoretical saturation, the 
point at which no new themes or ideas emerged from 
the data (Creswell & Poth, 2018).

iv. analysis

Creswell and Poth (2018) describe data 
collection as a series of interrelated activities that 
include locating the individual, gaining access and 
making rapport, purposeful sampling, collecting 
data, recording the information, resolving field 
issues, and storing data. Moustakas (1994) suggests 
that a phenomenological interview be informal, 
interactive and uses open-ended comments and 
questions to get the participant to share their full 
story. This study followed Creswell’s (2013) steps at 
the macro level for its methodology. Also, this study 
used Moustakas’ (1994) philosophy for instrument 
construction. These frameworks provided useful 
synergies to reach an optimal research methodology.

Data analysis involved a detailed coding 
process, pattern-matching, and meaning-making 
(Creswell & Poth, 2018). The researcher used 
software tools to remain objective and rigorous in 
the analysis (Roberts, 2010). A strategy is required 
for the successful use of this type of software to 
include putting information into thematic arrays, 
creating a matrix of contrasting categories and 
placing evidence underneath, creating visual 
displays, tabulating the frequency of different 
events, and creating a chronological or other types 

of sequence (Yin, 2018; Merriam & Tisdell, 2016). 
Using Computer-Assisted Qualitative Data Analysis 
Software (CAQDAS), the researcher first coded to 
develop meaning units. Subsequent coding iterations 
collapsed categories, clustered KSAs into common 
categories, and created textural descriptions of the 
participants’ experiences (Merriam & Tisdell, 2016; 
Moustakas, 1994).

The non-technical skills fell into three major 
nodal categories of hard non-technical KSA, soft 
non-technical KSA, and mixed non-technical KSAs. 
The hard non-technical KSAs included knowledge 
of core business processes, using computers 
effectively, knowledge of and compliance with legal 
and regulatory requirements, and managing crises. 
Not surprisingly, the list of soft skills was the longest 
(see Table 4).

Table 4: soFT skIlls CoDeD

The mixed non-technical KSA was the shortest 
list that included critically using information for 
decision making and training.  Data saturation 
occurred by the thirty-third coding, but the researcher 
continued to code all participant data to achieve 
trend data for KSA recommendations. Coding all 
participant data produced qualitative themes based 
on category aggregation and trend data based on 
nodal references. 

The researcher used pattern coding to group 
summaries into smaller numbers of categories 
(Saldaña, 2016). These pattern codes identified 
both emergent themes and explanatory groupings. 
The pattern coding led the researcher to construct 
the assertion that non-technical KSAs were 
significant to a cybersecurity worker’s professional 
success and development. Clustering under the 
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NICE Cybersecurity Framework KSAs developed 
over the second and third coding cycles.  The 
CAQDAS tool supported a super coding analytical 
process where relationships between codes enabled 
future reflection and continued analysis (Saldaña, 
2016). The pattern codes collapsed into NICE 
Cybersecurity Framework KSAs that provide insight 
into the participant’s emphasis on some aspects of 
the baseline KSAs presented during the interviews. 
The resulting themes and inferences from coding 
clusters construct some useful recommendations for 
non-technical KSAs that should be included in the 
NICE Cybersecurity Framework’s next iteration.

v. findings

The research design provided significant data to 
as to which KSAs NIST should consider for inclusion 
in the next iteration of the Cybersecurity Workforce 
Framework. The first research question explored 
the level of importance that the cybersecurity field 
regarded non-technical KSAs for very technical 
cybersecurity workers. Each participant verbalized 
their agreement that most of the non-technical KSAs 
presented were essential characteristics to consider 
when hiring an entry-level position during their 
interview sessions. The exception was in the area of 
training. Participants agreed that some kind of ability 
to train others was an essential part of a cybersecurity 
workers’ professional development and expected 
of experts. To this point, one cybersecurity expert 
shared, 

Multiple times users will call the security 
operation center and the analysts need to walk the 
user through resolution of an incident. Many times, 
it is just simple email phishing. Or spam of some 
sorts, but the analysts must walk them through 
remediation, and the analysts have to convey what 
they are looking at. The user does not know what 
to do even though they have taken a class on it. 
Our analysts are now training them step by step 
on what they need to do to remediate that problem.

In other words, knowledge capture, sharing, 
and reuse were necessary. Still, the participants did 
not expect entry-level cybersecurity professionals 
to do that well at first but develop proficiency over 
time. There was a range of ideas surrounding which 
KSAs should rise to the top as the most essential, 
and some depended on role and experience. The 
data reflects participant perceptions of proposed 
non-technical KSAs based on their experience, 
education, and exposures. This study reinforced the 
Tripwire findings, where participants unanimously 
agreed that non-technical skills were indispensable 
to a cybersecurity worker’s success (Lapena, 2017, 
2020).

The second research question probed to find 
which non-technical skills were most critical KSAs 
to address first in the Cybersecurity Workforce 
Framework.  The participants’ perceptual lens was 
heavily influenced their role as expressed in Assante 
and Tobey’s (2017) GTEDM. A participant’s 
role informed the technical and non-technical 

FIgure 4: CoNTrasT beTweeN seNIor versus JuNIor parTICIpaNTs’ NoN-TeCHNICal ksas empHasIs

Note. The left diagram represents a participant in an executive role and the right diagram represents a participant 
in a mid-level operational position.

Older: Fewer and More Strategic Younger: Greater and More Operational
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KSA conversation used to define cybersecurity 
competency and readiness. The more managerial the 
position, the more the concern shifted from customer 
problem resolution to assuring a positive customer 
experience (see Figure 4). While these disparate 
points of view did not change the overall list, they 
did change the emphasis and order of various KSAs. 
In part, that could be due to the difference in strategic 
versus the operational focus of the participant’s 
cybersecurity role.

It is crucial to note that readers should refrain 
from making quantitative inferences from this 
work. The nature of the semi-structured format for 
interviews provides multiple voices and perceptions. 
Although the investigator used nodal reference 
counts emphasize a particular area, the conclusion of 
the significance of the trend information did not rely 
on frequency alone. The importance of insight does 
not rest solely on the number of participants who 
voice it. It is instructive to review those areas most 
often brought up by the participants to harmonize the 
disparate trend data due to demographic influences 
(see Figure 5).

After data collection, the researcher performed 
open coding to label, look for meaning, and begin 
categorizing the data. The investigator then created 

FIgure 6: aggregaTeD parTICIpaNT respoNse HIerarCHy moDel

FIgure 5: summary worD ClouD DeNoTINg 
parTICIpaNTs’ aggregaTe empHasIs areas

a codebook to code all 42 interviews after the 
preliminary analysis deductively. By iteratively 
coding, salient concepts emerged from those 
interviews. These activities led to the development 
of a codebook. The author then used this codebook 
to code the interviews deductively. This process 
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produced three themes as non-technical KSA areas 
of the most significant import to the cybersecurity 
field. These KSA themes required included critically 
using information, communications skills, and 
collaboration to pursue customer/client success. 
These clusters were reasonably uniform as they 
were aggregated across roles, ages, and education 
(see Figure 6 on the previous page).

It is significant to note that the CAQDAS 
clustering did not denote significance based solely on 
the number of items coded but included the number 
of participant references to a particular skill. After 
several code checking iterations, the skill references 
breakout showed the soft non-technical skills as the 
area of most significant emphasis (see Table 5).

Table 5: ToTal CoDINg roll-up oF all 
NoN-TeCHNICal ksas by Type

The stress on soft skills as essential non-technical 
KSAs for technical cybersecurity roles is a critical 
finding that supports the current literature specifying 
the desirability of these skills by the workforce 
(Crumpler & Lewis, 2019; Lapena, 2017).

Intellectual Curiosity Drives Critical 
Approaches

Participants valued attitude over aptitude for 
many roles, but especially for entry-level positions. 
The technical prowess that a cybersecurity worker 
brings to bear is only useful if that person can marry 
critical thinking, reading, listening, and writing skills 
to solve the client or customer’s problem. As one 
cybersecurity manager who works at a cybersecurity 
consulting firm explains,

One of the things that I find lacking in many 
of the individuals who go into cybersecurity, 
especially junior analysts, is that they do not 
understand what is being done. For example, on 
the data loss prevention tool, the alert will fire, 
and the analyst will look at the alert, and they are 
translating it from a literal perspective. They do 
not understand that the software is scanning for 
number sequences, and that is what triggers the 
alert. If you understand the concepts of either the 
application, the software, or the equipment and 
how it’s being applied, then analysts can actually 
better understand how to go about responding to 
the information that’s provided to them.

The field sent a clear message that cybersecurity 
workers need to be intellectually curious, which 
pushes them to both research and better understand 
the technical and business environment holistically. 
In this way, these workers can use critical thinking 
skills to elevate their technical knowledge, thus 
solving team and client issues better and faster.

 The difference in participant experience 
did impact emphasis. There was a corresponding 
emphasis on the customer/client experience based 
on the participant’s seniority (see Figure 7). KSAs 
such as training, critical use of information for 
decision-making, and presentation KSAs rose to the 
top for more experienced participants.

In contrast, more operationally focused 
participants looked for qualities that helped them 
integrate better into the cybersecurity team to 
enhance client problem resolution (see Figure 8). 
Despite the differences, all the participants had 
similar lists, but the disparity was the emphasis 
placed.
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FIgure 7: more seNIor parTICIpaNTs CoNCeNTraTeD oN THe CusTomer experIeNCe

Note. Shows that participants in executive and similar senior positions emphasized those non-technical KSAs that 
enhance a customer/client’s positive experience.

FIgure 8: more JuNIor parTICIpaNTs empHasIzeD CollaboraTIve problem solvINg

Note. Shows that participants in manager and team leader positions emphasized those non-technical KSAs that 
enhance a customer/client’s problem resolution through team collaboration.



33Cybersecurity Skills Journal: Practice and Research

Not All Communication KSAs Are Equal 
Among Participants

As noted by most participants, not all 
cybersecurity jobs are the same, so the KSAs 
required for that work differ. An example is the 
way a worker communicates may vary dependent 
on role. As one executive shared, “we have a lot 
of people in cyber that people would say, are quiet, 
introverted, geeky, but everybody has to be able to 
communicate.” That statement reinforces the reality 
that cybersecurity is rarely a solo effort, and workers 
must present information to the team as a minimum 
capability. As such, oral and written skills are keenly 
essential to work effectively in cybersecurity roles 
(see Figure 9).

One participant summed up how difficult but it 
vital it is to have strong communications skills by 
explaining that, 

“they may be talking to other technical people 
that may interact with the businessperson during 
a one-off conversation. [However,} thinking 
and then really challenging that other technical 
person or going directly to the business to get the 
underlying reasons for these requests, these use 
cases, and not just purely turning on feature sets 

or turning on capabilities. Getting deeper in a way 
that taxes communication skills. I think we don’t do 
justice, even in our hiring process, of identifying 
those communication skills. This is hard.”

Most participants combined critical thinking 
with the need for communication skills that keep 
the team and customer informed. Many spoke 
of the need for employees to present at the group 
rather than the customer level. Those under fifty 
spoke passionately about preserving the diversity 
of talent by making it acceptable to use various 
means to communicate with peers. Regardless, 
the participants uniformly expected any individual 
contributor to work effectively with peers using oral, 
written, or other data visualization tools.

One Role’s Collaboration Is Not Like Another’s
 
As noted in over 90% of the interviews, 

cybersecurity is part of everything in the increasingly 
connected world. One participant noted that “as 
cybersecurity professionals, one of the hardest 
things that we have to deal with on a general basis is 
that cybersecurity is a part of everything. It’s not like 
it is its own thing. You can’t just do security without 
all of the people around you.” Yet, collaboration 

FIgure 9: empHasIs oN CommuNICaTIoNs ksas by all parTICIpaNTs

Note. Age and position impact priority in the hierarchy of necessary non-technical KSAs.
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does not look the same for every cybersecurity 
role. Collaboration skills are not reserved for just 
in-person interactions. Cybersecurity workers must 
use these skills to resolve technical issues, provide 
security guidance, and address customer concerns in 
layman’s language. This focus on the needs of others 
helps the team or organization develop positive 
customer relationships with clients.  

 More than 80% of the participants expressed 
the need for teaming. An executive likened cyber to 
a basketball team sharing that in cyber it is, “the 
same type of communication and ability to clearly 
explain what you need as you’re trying to move the 
ball down the field quickly.” More than half of the 
participants talked about the importance of working 
with peers and sharing knowledge. One manager was 
very clear that the way a cyber new hire can “stand 
out is that they’re able to improve the processes, 
improve the team, based on just being there because 
they came from and showed they think outside the 
box. When we take someone from outside of the 
organization and bring them in, you expect there 
to be change.” More than half of the participants 
spoke to how facilitating the team and team building 
ultimately resolved customer issues and fostered 
client relationships. While collaboration types can 
be diverse, the participants uniformly agreed that 
cybersecurity workers must get along with their team 
and support efforts to create positive relationships 
with customers.

Recommendations for the NICE Cybersecurity 
Workforce Framework

The pattern coding using the CAQDAS tool 
provided instructive inference clustering information 
that permitted searches for relationships to the NICE 
Cybersecurity Framework non-technical KSAs 
using Boolean search terms of AND and OR with 
semantic operators (Saldaña, 2016). This approach 
produced clustering around the KSAs, which the 
researcher inferred as participant emphasis of a 
particular knowledge, skill, or ability element. The 
resulting inferences from coding clusters constructs 
are useful for developing specific recommendations 
for non-technical KSAs that should be included in 
the NICE Cybersecurity Framework’s next iteration.

The researcher presented the participants with the 
knowledge elements first. There was disagreement 
about what was most important at various stages 
of a cybersecurity professional’s career, but the 

participants deemed all necessary. The knowledge 
of an organization and core mission areas was the 
area with the most remarkable clustering (see Table 
6). However, knowledge of communications and 
computer tools were considered crucial and often 
referred to as “a ‘table stakes requirement to even 
get an interview.”

Table 6: ksa reFereNCe ClusTerINg arouND NICe 
NoN-TeCHNICal kNowleDge elemeNTs

Participants gave areas such as training less 
credence since the discussion focused on entry-level 
workers. However, many participants expressed 
the expectation that more senior cybersecurity 
professionals would teach peers and customers/
clients. One experienced cybersecurity professional 
expressed it by sharing, 

I would say junior people; I need them to 
execute their own individual training programs. 
But journeyman mastery level, yeah, they 
absolutely need to be involved in developing 
and executing technical training programs and 
passing on knowledge. I think that a cybersecurity 
organization can’t thrive if experienced people are 
not passing on their skills. I think that will fail in 
the private sector and the public sector. There’s too 
much information.

There were several recommended additions to 
the knowledge area, but none clustered sufficiently 
to get included for consideration.

The skills areas clustered in ways that 
provided useful insight. The clustering around the 
criticality for cybersecurity workers to convey 
information effectively is noteworthy (see Table 
7). Cybersecurity workers’ ability to perform 
knowledge capture, sharing, and reuse activities 
took up considerable portions of the interviews. To 
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this point, one executive remarked that “talking to 
others, giving information effectively, that cannot be 
emphasized enough.”

Table 7: ksa reFereNCe ClusTerINg arouND NICe 
NoN-TeCHNICal skIlls elemeNTs

The clustering around the identification of gaps 
often brought in the need to convey information. 
The participants expressed the notion that once a 
cybersecurity worker identified a gap, they needed 
to quickly and effectively convey this information 
to their team.

Abilities were the final area discussed 
with the participants. As shown in Table 8, the 
professionals interviewed spent most of their time 
discussing problem-solving, critical thinking, 
and communications, which showed significant 
clustering.

Table 8: ksa reFereNCe ClusTerINg arouND NICe 
NoN-TeCHNICal abIlITIes elemeNTs

The participants considered areas that dealt 
with technical documentation that created clear 
directions as items for more senior cybersecurity 
workers. That area may have been skewed lower by 
the focus on more entry-level workers. However, the 
lack of clustering should not be interpreted as non-
important areas. 

vi. iMPliCaTions

This study’s most profound implication is that 
higher education and professional development 
training organizations that educate and train 
cybersecurity professionals should consider 
integrating non-technical KSAs into their 
programs. The participants unanimously agreed that 
cybersecurity workers need to grow non-technical 
knowledge, skills, and abilities. They diverge 
on which are most important and when, but there 
is universal agreement that cyber workers must 
think critically when they use the information for 
decision-making, hone communications skills that 
support the broader team, and collaborate to resolve 
customers’ resolution problems. As such, it may not 
be necessary to have non-technical KSAs broken out 
for every role, but to have these KSA entities serve 
as core items that cybersecurity professionals should 
master over time.

The findings may inform a new centralized 
approach within the NICE Cybersecurity Framework. 
NICE could establish a standard set of non-technical 
KSAs for all cybersecurity professionals based on 
their professional journey timeline. In this way, 
curriculum developers would scaffold KSA entities 
based upon whether a cybersecurity professional 
was an apprentice, journeyman, or expert. In this 
way, there is a tiered approach to KSA mastery. The 
NICE Cybersecurity Framework authors can use 
the GTEDM’s six significant areas of understand, 
assess, educate, measure, develop, and get feedback 
as a model for iterative progression of non-technical 
KSA mastery that would help continually improve 
the field (Assante & Tobey, 2011). 

Expertise requires both factual and heuristic 
knowledge and the inclusion of the non-technical 
KSAs into the Cybersecurity Workforce Framework 
serves to provide the latter component, which is 
currently missing (Buchanan et al., 2018). Non-
technical KSAs such as those represented in 
Tables 6 through 8 are the underpinning basis 
for good relationships, sound judgments, and 
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critical reasoning (Buchanan et al., 2018). A 
knowledge area would stay the same at the three 
levels of apprentice, journeyman, and expert with 
a scaffolded model, but the skills and abilities 
would be different. Cybersecurity certification and 
credentialing institutions may use these additional 
KSA for inclusion in their programs. At a minimum, 
it would provide a capability maturity model that 
is currently missing and could help education and 
training organizations assess what is lacking in their 
current graduates.  

vii. liMiTaTions

This research used a qualitative approach, but 
the trend data indicates that adding a quantitative 
component for future studies may yield greater 
fidelity to additions, deletions, and modifications 
to the current list of non-technical KSAs. The 
Boolean searches that yielded the quantity of coding 
references for each KSA were imperfect due to the 
semi-structured question format. If future research 
added a quantitative component, it might allow 
the investigator to narrow questions and develop 
instruments to analyze answers using statistics 
(Creswell & Poth, 2018). Qualitative interpretation 
requires a significant number of cross-checks, but 
researcher bias can still be problematic. However, 
this technique provides rich data that could help 
interpret the results from surveys and provide more 
significant insights. In turn, the addition of some 
type of quantitative inquiry could substantially 
reduce bias, whether perceived or real. 

Another limitation was the number of KSAs 
offered for participant review. This study’s semi-
structured interview instrument did not have a 
comprehensive list of non-technical KSAs for 
participant consideration. The researcher derived the 
KSAs for the instrument used from the 2017 version 
of the NICE Cybersecurity Workforce Framework 
as a baseline. As such, the list produced is more of 
a starting point for inclusion in the next iteration 
of the NICE Cybersecurity Framework rather than 
a comprehensive document. These findings can 
provide directionality for future studies that can use 
other instruments to capture missing non-technical 
KSAs needed by apprentice, journeyman, and/or 
expert cybersecurity workers.

The final limitation to address is participant 
demographics. This study’s participants are older, 
more educated, and in more senior roles than the 

field demographics. Future work endeavoring to 
create a more expansive non-technical KSA list may 
want to consider developing a participant sample 
that is more closely representative of the broader 
cybersecurity field. The field is at an inflection point 
where roughly one-third of its most junior workers 
started as cybersecurity professionals, but more than 
two-thirds are from feeder fields (Cyberseek, 2020). 
As the number of folks coming into cybersecurity 
from other fields shrink and the number of those 
who studied it from the beginning of their careers 
grows, the demand for a guild approach may further 
influence professional development. Data from this 
study will be triangulated with future work to reduce 
any bias introduced through skewed demographics.

viii. ConClusion

Most cybersecurity staffs are functioning under 
great stress due to a lack of staffing. Industry, 
government, and academia share the responsibility 
to produce trained and ready cybersecurity talent for 
workforce demands. As such, a collaboration by all 
to create the next iteration of the NICE Cybersecurity 
Workforce Framework is paramount. Organizations 
will screen talent for their technical skills as a 
foundational expectation, but their hiring decisions 
will rest heavily on the candidates demonstrated 
soft skills and cultural fit (Litecky et al., 2004). This 
research-validated current understanding of this 
phenomenon. Every participant talked about how the 
integration of soft skills with a candidate’s technical 
skills are essential skills that they look for in new 
hires. New cybersecurity professionals will need 
non-technical hard, soft, and mixed skills to progress 
in public, private, or non-profit organizations. Some 
of the most desirable traits include the precise use 
of information to make decisions, communications, 
and collaboration. These KSAs do not look the 
same for all roles but are critical components for 
employability and professional growth.

This research found that experts from the 
cybersecurity field deemed it imperative that its 
professionals possess non-technical skills that 
positively impact relationships with customers, 
peers, and effective decision-making. Participants 
diverged in the area of emphasis rather than the 
inclusion of any particular KSA. More senior 
participants focused on the customer experience 
with more references to training clients, critically 
using information for decision-making, and 
developing positive client relations. The more junior 
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participants spoke more about customer problem 
resolution, emphasizing teamwork, positive peer 
relationships, and problem resolution. From a holistic 
perspective, participants stressed that the most 
successful cybersecurity workers were intellectually 
curious people show could think critically, had 
different but effective ways to communicate with 
their organizational stakeholders, and collaborate 
effectively, albeit with other modalities and means 
depending on the role. More often than not, the 
discussion was how a worker approached problem-
solving, communicating, or collaborating rather 
than the participant questioning the need to perform 
these critical KSAs.

Cybersecurity is a fast-paced field that is 
evolving quickly. There is much to learn, but it 
does not serve future workers to emphasize only 
the technical aspects of professional development.  
When one looks critically at cyber work roles, it is 
clear that these future professionals will need many 
non-technical skills to help them be advocates for 
cyber-related projects and remediation activities 
(Haney & Lutters, 2018). The inclusion of non-
technical skills scaffolded over a cybersecurity 
worker’s career may have a significant positive 
impact on their competence, confidence, and 
effectiveness over time. 
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Exploring Cognitive Processes to Develop 
Cybersecurity Defender Proficiency  

David Schuster
San José State University, United States

Abstract—Problem Statement: Despite the mission-critical role of people in protect and defend roles, relatively 
little is known about how cognition supports defender proficiency, a pressing problem given a workforce shortage 
and skills gap (Crumpler & Lewis, 2019). Understanding of the cognitive processes relevant to cybersecurity roles 
could support strategies to develop the skills of defenders and increase workforce participation. These processes, called 
macrocognition, are the result of cognitive resources at work in operational environments (Klein et al., 2003).

Research questions: The cognition of defenders is not well understood, and defender proficiency is only starting to be 
defined; what cognitive processes support proficiency in defender roles? To address the skills gap, a critical question 
is how to develop the proficiency of defenders efficiently; how can understanding of defender cognition be used to 
strengthen the cybersecurity workforce?

Contribution: A methodology using cognitive task analysis (CTA) is presented to describe the macrocognition of 
defenders. CTA is a collection of “tools and techniques for describing the knowledge and strategies required for task 
performance” (Schraagen et al., 2000, p. xiii). This work is complementary to prior defender CTAs in that CTA is used 
to describe the cognition of individuals with the aim of generalizing those processes across related work roles.

Rationale: This approach connects work roles based on related cognitive skills. Understanding of macrocognition could 
help defenders connect how they think with their work outcomes and may unlock novel, evidence-based strategies for 
workforce development, especially in training and recruitment.

Investigative Approach: Macrocognition’s role in describing cognition at a useful layer of abstraction and complement 
to the NICE Framework (NIST SP 800-181; Newhouse et al., 2017) is introduced. CTA is discussed as a method of 
understanding proficiency in support of workforce development, and CTAs relevant to this perspective are reviewed. A 
use case with two industry defenders is presented, and lessons learned are offered to accelerate replication.

Lessons Learned The use case shows how concept mapping can lead to macrocognitive themes. The themes suggest 
practice implications and new research questions. Successes and failures in the use case are discussed so that researchers 
can more efficiently link CTAs to defender macrocognition.

Implications for Practice: The NICE Framework defines knowledge, skills, abilities, and tasks mapped to work roles 
with emerging discussion of qualifications; the methodology complements the NICE Framework by establishing the 
cognitive mechanisms that support individuals performing the skills and abilities. Macrocognition for cybersecurity 
may predict performance across similar roles even when policies, departments, organizations, sectors, and technologies 
change. There is potential value in diagnosing macrocognition to improve performance outcomes. This research can 
result in a more prepared cyber workforce, trained and recruited on the basis of cognitive skills relevant to their role.

Implications for Research: This work serves as a call and framework for additional CTA research to understand 
cognitive processes, and replication is necessary. Through the methodology, quantitative researchers can benefit from 
better understanding of relevant contextual factors, which can lead to more meaningful experimentation and establish 
reliable measurement.

Keywords—Macrocognition, Proficiency, Cyber Defense, Case Study
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i. inTroduCTion

Problem Statement

Defending against cyber threats is a large 
and growing problem for companies, with a 67% 
increase in breaches in the last five years (Bissell 
et al., 2019) and an expected annual cost of $6 
trillion by 2021 (Morgan, 2019). It also provides 
challenging, mission-critical work for defenders, 
cybersecurity professionals who “identify, analyze, 
and mitigate threats to internal information 
technology systems and/or networks” (Newhouse 
et al., 2017, p. 11). Defenders can be defined as a 
category of cybersecurity professionals within the 
NICE Framework’s Protect and Defend category 
(Newhouse et al., 2017); they include the work roles 
of analyst, defense infrastructure support specialist, 
incident responder, and vulnerability assessment 
analyst. 

This work is challenging because of the 
asymmetry between attackers and defenders 
(Yurcik et al., 2003). Successful defense requires 
defenders to succeed in every instance, and a single 
failure can result in consequences to the business. 
This asymmetry is compounded by fact that 
organizational infrastructure can be large in scale 
and continuously changing as it supports the activity 
of the organization, resulting in a massive amount 
of data. Organizations are vulnerable to external 
attacks and insider threats. On their own or as part 
of a team, defenders must ensure that alerts are 
analyzed and understood, understand the severity of 
threats, and coordinate appropriate responses (Shah 
et al., 2018). They apply a great deal of knowledge to 
time-sensitive, high-stakes situations while juggling 
stakeholder requirements, available resources, and 
uncertainty (Rooney & Foley, 2018).

A cybersecurity workforce shortage underscores 
the critical need for people in effective cyber defense. 
In the United States alone, a shortage of over half a 
million workers existed in 2020, evidenced by the 
number of openings (NIST, 2020). Over 100,000 of 
these openings were for Protect and Defend roles 
(NIST, 2020). A contributing factor to the workforce 
shortage is a lack of available workers possessing 
the necessary skills for the job (Crumpler & Lewis, 
2019). Solutions are needed to close the skills gap, 
including by developing the skills of defenders and 
increasing participation in the workforce. 

NIST SP 800-181, known as the NICE 
Framework, provides a common language of Work 
Roles and knowledge, skills, and abilities (KSAs) 
that support cybersecurity roles (Newhouse et al., 
2017). The NICE framework facilitates workforce 
development in several ways, including: (1) 
describing the elements of work common across 
organizations, sectors, and situations, defined as 
Work Roles and Tasks, and (2) describing what 
defenders know and do, defined through KSAs. In 
doing this, the NICE Framework also facilitates 
understanding of cognition by describing what 
cybersecurity professionals know (as knowledge) 
and do (as skills and abilities) for a given situation 
(as Work Roles and Tasks). 

Despite the critical role of people in Protect and 
Defend roles, relatively little is known about the 
cognitive processes, the ways of thinking, that enable 
cyber defenders to perform their work. This problem 
is a knowledge gap between what highly proficient 
defenders do and how they are able to do it. A lack 
of understanding of cognition limits the ability to 
leverage human capabilities in cybersecurity work.

Research Questions and Contribution

This article addresses two research questions: 
(1) what cognitive processes support proficiency in 
defender roles? And, (2) how can understanding of 
defender cognition be used to complement the NICE 
Framework and develop the workforce? A research 
methodology, focused on the cognitive processes of 
individual defenders, is proposed to address these 
two questions. 

Cognitive processes in cyber defense can be 
understood at a macrocognitive level, the result 
of cognitive resources at work in operational 
environments (Klein et al., 2003). Macrocognitive 
models have been used in other complex, high 
stakes environments, including transportation and 
healthcare to improve practice by describing how 
cognition supports performance (Klein & Wright, 
2016). Cognitive task analysis (CTA) is a collection 
of qualitative research methods to develop and 
apply macrocognitive models to improve practice 
(Klein & Wright, 2016). The foundation of the 
research methodology presented in this article is 
the use of CTA to explain defender cognition. The 
methodology complements existing CTAs in that it 
uses CTA to describe the how cognitive processes 
of individuals support cyber defense with the aim of 
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generalizing those processes to related tasks across 
situations and organizations.

Rationale

As the NICE Framework (Newhouse et al., 
2017) provides a common language to further 
professionalize cybersecurity careers, so too 
could a better understanding of cognition further 
professionalize cybersecurity careers by connecting 
cognitive processes across situations, Tasks, and 
Work Roles. Identification of cognitive processes 
that apply to cybersecurity Work Roles addresses 
the gap between cognition and performance. It can 
describe the ways of thinking that predict success in 
identification, analysis, and mitigation of threats. This 
knowledge can be used for workforce development, 
specifically, in recruitment and proficiency 
development, through training. Recruitment and 
selection, and employee development and retention, 
are two of four components of the human capital 
management lifecycle, and they complement 
workforce planning and succession planning in the 
draft NISTIR 8193, the NICE Framework Work 
Role Capability Indicators (Stein et al., 2017). 

 As a recruitment outcome, potential cybersecurity 
professionals might be recruited on the basis of 
cognitive skills, which could be used to increase the 
diversity of people participating in the profession. 
That is, interests in other domains that utilize similar 
cognitive skills might suggest talent and interest in 
cybersecurity careers. This strategy is already being 
used informally. For example, the career website 
DICE lists “grasping the big picture” as one of 
six skills needed to succeed in cybersecurity (“Six 
skills,” n.d.). Research on defender cognition could 
provide further specificity and empirical evidence 
for these claims. It could also accelerate training, 
such that training of known cognitive skills readies 
people for a cluster of cybersecurity Work Roles, in 
complement to other training strategies. Training 
involves a process of learners acquiring KSAs; this 
can be done more efficiently and effectively with 
understanding of how such knowledge and skills 
are used in the field. Together, the cybersecurity 
workforce could be further developed through 
increased career participation and novel, evidence-
based training strategies. 

Investigative Approach

The purpose of this article is to provide a 

framework for researchers and practitioners to 
help them leverage understanding of cognition for 
workforce development. In the background section 
that follows, macrocognition’s role in describing 
cognition at a useful layer of abstraction and 
complement to the NICE Framework is introduced. 
CTA is discussed as a method of understanding 
proficiency to suggest interventions for workforce 
development, and CTAs relevant to this perspective 
are reviewed. Following this, a use case with two 
industry defenders is presented as an example of 
how CTA could be used to describe macrocognition. 
Immediate, albeit limited, practice implications of 
the use case are presented. As a use case, more value 
comes from lessons learned; increased participation 
in research on the human aspects of cybersecurity 
is necessary for the successful application of the 
methodology, and the lessons learned can accelerate 
implementation of the methodology. The article 
concludes with a discussion of the research and 
practice implications of the methodology on 
workforce development.

ii. baCkground

The NICE Framework and Cognition

The NICE Framework was developed through 
an iterative process of participation from industry, 
government, and academic stakeholders with 
opportunities for public input (Newhouse et al., 
2017). One outcome has been the definition of KSAs 
and Tasks mapped to Work Roles. KSAs help explain 
defender cognition by enumerating what defenders 
know and what they are able to do. The acquisition 
of knowledge and skill in a domain supporting 
high levels of performance are components of high 
proficiency, also called expertise (Feltovich, 2018). 

Understanding of defender cognition can be 
used to augment the NICE Framework by explaining 
how proficiency develops and is used in operational 
settings. Knowledge in the NICE Framework is 
defined as, “a body of information applied directly 
to the performance of a function” (Newhouse et 
al., 2017, p. 5). Knowledge elements, for example 
as “Knowledge of encryption algorithms” (p. 59) 
refer almost exclusively to declarative knowledge 
or to the use of technologies (e.g., “Knowledge of 
virtualization products (VMware, Virtual PC),” p. 
76). Skills are distinguished by being observable, 
defined as “observable competence to perform a 
learned psychomotor act.” For example, “Skill in 
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using knowledge management technologies” could, 
with further specification, be demonstrated. Abilities 
are similarly defined as observable behaviors, albeit 
behaviors that result in an observable product. At 
present, a draft revision to the NICE Framework 
refactors Skill and Ability statements into Skill 
statements, defined by observability (Petersen et al., 
2020). Knowledge and Skills describe capabilities 
of the defender; Tasks describe the work. Given this, 
Skills and Abilities will be considered together and 
distinctively from Knowledge. Given its prevalence 
in the literature, the abbreviation KSA will be used 
to refer to the collective of Knowledge and Skills/
abilities.

What is not provided by KSAs is understanding 
of how defenders are able to perform or demonstrate 
the KSAs. Understanding the cognition used by 
defenders in performance of their work would help 
the field understand how their proficiency develops. 
This requires an understanding of how interactions 
of NICE Framework Task requirements (Newhouse 
et al., 2017), defenders’ thought and behavior, 
and the organizational and world context affect 
outcomes. One challenge to understanding cognition 
is that it is not directly observable; it occurs 
within an individual. This may be why Woods and 
Roth (1988) observed that the development of a 
technology generally outpaces our understanding of 
how to best use the technology. 

Proficiency in Cyber Defense

Research on expertise across domains suggests 
that proficiency may be identified by differences in 
the process of thinking and reasoning (Feltovich et 
al., 2018). Proficiency goes beyond holding a greater 
amount of knowledge in a domain; it is also evident 
by thinking in different ways. Decades of expertise 
research have shown that, generally, highly proficient 
individuals can process larger and more integrated 
cognitive units, have deeper and more functional 
representations of tasks, are better able to apply their 
knowledge to problems, are more able to engage in 
self-monitoring, and can better recognize patterns in 
problem solving (Feltovich et al., 2018). To address 
the skills gap, a critical question is how to develop 
the proficiency of defenders efficiently.

The thinking of proficient defenders is not well 
understood, and defender proficiency is only starting 
to be defined. Agyepong et al. (2020) conducted a 
systematic literature review to identify challenges 

to the use of metrics in security operations centers. 
They found a combination of metrics that are 
objective and easily captured but limited, such 
as number of alerts analyzed, and the number of 
tickets closed per day. These contrast with metrics 
that are more comprehensive but subjective, and 
difficult to capture, such as the quality of analysis 
and quality of incident reports. They concluded 
that, “An understanding of how analysts addressing 
the difficult aspects of their work can be used will 
provide insights into their performance” (Agyepong 
et al., 2020, p. 14).

The NICE Framework Workforce Indicators 
describe proficiency at three levels: entry, 
intermediate, and advanced. These levels are 
distinguished by the level of knowledge, the ability 
to perform successfully under limited guidance, 
the ability to serve as a resource for others, and 
the ability to perform successfully “in complex, 
unstructured situations” (Stein et al., 2017, p. 302). 
These levels map to proficiency categories Hoffman 
et al. (2014) adapted from craft guild terminology. 
The entry level of Stein et al. (2017) corresponds 
to the apprentice, a student who is working within 
the domain (Hoffman et al., 2014). The intermediate 
level of Stein et al. (2017) is referred to as journeyman 
by Hoffman et al. (2014), a person who can perform 
a day’s work without supervision. The advanced 
level of Stein et al. (2017) corresponds to the 
expert level of Hoffman et al. (2014), distinguished 
with high regard from peers, the highest levels 
of task performance, and the ability to respond 
to rare or complex situations. This comparison 
usefully extends the NICE Framework Workforce 
Indicators (Stein et al., 2017) because Hoffman et 
al.’s (2014) characterization includes two additional 
levels of interest. The naïve individual is ignorant 
of the domain. This is the target population for 
interventions that bring new people into the domain. 
As a population, getting individuals to advance from 
naïve to higher levels means increasing participation 
in the domain. On the other end is the master level, 
distinguished by qualifications to teach. While there 
exist cybersecurity practitioners at all of these levels, 
the field currently has limited understanding of how 
to label and develop proficiency. 

In several cases, general models of proficiency 
have been applied to cyber defense with limited 
success. One missing element is the understanding of 
cognition in context, specific to cyber defense. Ben-
Asher and Gonzalez (2015) developed a surveyg 



44 Cybersecurity Skills Journal: Practice and Research

to classify participants as cyber defense experts 
or novices based on domain knowledge and self-
reported experience. Their novice category included 
individuals with no cybersecurity experience and 
more closely aligns with the naïve category. They 
observed differences in the dichotomized groups 
but relatively small differences in the ability of the 
two groups to detect attacks in a simulated task. The 
authors concluded that pulling professionals from 
their operational environment to participate in the 
study may have resulted in fewer cues available 
to them, suggesting that defenders leverage cues 
from the operational environment that are not easily 
captured in simulation-based experiments (Ben-
Asher & Gonzalez, 2015).

Saner et al. (2016) aimed to identify naïve 
individuals who may excel in cybersecurity 
careers based on relevant cognitive skills. They 
used an approach of inferring cognition from 
NICE Framework KSAs and then placing them 
in a framework with two dimensions. The first 
dimension was the difference between initiating 
(e.g., attacking) and responding (e.g., defending). 
The second dimension was the difference between 
real-time roles requiring action under time pressure 
and exhaustive roles allowing for greater planning 
and deliberation. This characterization provides a 
link between tasks and cognitive demands required 
to perform them. However, they struggled with the 
linkage from KSAs to cognition, noting that too few 
details about the steps involved in the operations 
were available in KSAs to make inferences about 
cognition. Together, these studies have established 
a need to better understand cognition of proficient 
defenders and suggest an approach that incorporates 
the complexity inherent in the work. Towards 
developing understanding of this context, Goodall 
et al. (2009) conducted a field study and found 
evidence of two aspects of defender proficiency: 
technical knowledge of the domain and knowledge 
of the specific network environment involved, 
which they called situated expertise. While efforts 
are emerging to label, measure, and understand 
defender proficiency, better understanding of human 
cognitive performance in defender Work Roles is 
needed.

Macrocognition: Managing Complexity

Rasmussen et al. (1990) recognized the issue 
of levels of abstraction in describing complex 
work. Different levels of abstraction provide 

different perspectives on the work. Models at a low 
level of abstraction are closely linked to specific 
circumstances in the physical world. Models at 
higher levels of abstraction are closely linked to a 
specific purpose. Rasmussen et al. (1990) suggested 
that a work function can be seen as a goal for a lower 
level of abstraction and an explanation for how 
higher levels of abstraction are realized. The levels 
of abstraction, as summarized by Crandall et al. 
(2006), were goals, measures of the goals, general 
functions and activities, specific functions and 
activities, and workspace configuration. The work of 
defenders can be understood at each of these levels, 
from overall goals at the top, to physical processes 
at the bottom. Defending the organization is a high-
level goal, supported by measures of the goals and 
general functions. The use of a tool, as a specific 
activity, explains how a general function is realized. 
Thus, understanding a task involves mapping lower 
level operations to higher level goals.

By analogy, cognition can be understood at 
various levels of abstraction. Individual cognition 
can be understood at micro (low) and macro (high) 
levels of abstraction. At the micro level, of interest to 
cognitive psychologists, cognition is partitioned into 
resources, such as attention, perception, and memory, 
so that their function can be understood. A common 
assumption in cognitive psychology research is that 
cognitive resources can be understood independent 
from their cultural and societal context (Braisby & 
Gellatly, 2005). The benefit of this approach is that it 
can identify laws, which apply universally; however, 
because it is separated from a specific purpose, it 
leaves unanswered questions about how cognition 
supports goals and tasks. 

The macro level, called macrocognition, is the 
result of cognitive resources at work in operational 
environments, stepping towards a specific purpose, 
incorporating context, and emphasizing a descriptive 
approach over normative models. Macrocognition 
is a set of cognitive functions that support human 
performance. Microcognition includes the mental 
operations that explain macrocognition. Klein et al. 
(2003) identified six macrocognitive functions (see 
Table 1) in support of six macrocognitive processes 
(see Table 2. In their model, goals drive the use of 
macrocognitive functions. Macrocognitive processes 
are employed to support the macrocognitive 
functions. Importantly, macrocognition does not 
attempt to describe physiological circumstances 
or operations. There is no physical mental model, 
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for example. Instead, mental models reflect an 
application of cognitive operations towards a specific 
purpose. This is why macrocognitive constructs are 
defined by the outcomes they support; mental models 
are mechanisms to “generate descriptions of system 
purpose and form, explanations of system functioning 
and observed system states, and predictions of future 
states” (Rouse & Morris, 1986, p. 351).

Situation awareness (SA) is another 
macrocognitive construct frequently of interest in 
research on defender cognition (for a review, see 
Gutzwiller, 2019). In simple terms, it is the outcome 
of the process of sensemaking (see Table 1), which 
is also called situation assessment. Situation 
awareness is most frequently defined according to 
Endsley’s (1988) model, involving perception of 
relevant elements in the situation, comprehension of 
the elements in the situation, and projection of the 

future status of elements. The relevance of elements 
in the specific situation is what distinguishes 
macrocognitive SA from microcognitive perception. 
The content of SA is defined by the goal and 
situational context. Because of this, the SA of an 
airline pilot cannot be meaningfully compared to 
the SA of a defender. Separated from a situational 
context, SA has no meaning. This also requires 
measurement of SA to be goal specific. This 
challenge may be one of the causes for dilution of 
this term in the literature. As Gutzwiller et al. (2016) 
noted, authors have increasingly been using situation 
awareness as a term to define the result of data fusion 
rather than a macrocognitive process. They suggest 
cyber-cognitive situation awareness (CCSA) to 
describe defender SA according to Endsley’s (1988) 
model. Although this term is not yet widespread in 
the literature, using CCSA instead of SA identifies it 
as a construct of human macrocognition.

Table 1: maCroCogNITIve FuNCTIoNs IDeNTIFIeD by kleIN eT al. (2003) wITH DeFINITIoNs quoTeD aND aDapTeD From 
CraNDall eT al. (2006

Table 2: maCroCogNITIve proCesses IDeNTIFIeD by kleIN eT al. (2003) wITH DeFINITIoNs quoTeD aND aDapTeD From 
CraNDall eT al. (2006)
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Macrocognition connects cognition to tasks and 
goals. But because macrocognitive processes and 
functions are specific to context, they need to be 
specified for cyber defenders. The last needed piece 
is a method to understand macrocognition applied to 
tasks. As a collection of applied, qualitative research 
methods, CTA provides this piece.

Cognitive Task Analysis (CTA)

CTA is a collection of “tools and techniques for 
describing the knowledge and strategies required 
for task performance” (Schraagen et al., 2000, p. 
xiii). Klein and Militello (2001) explained CTA 
in terms of its description of cognition, focus on 
tasks in natural settings, and attempt to explain the 
cognitive processes observed. CTA involves three 
main components: knowledge elicitation, data 
analysis, and knowledge representation (Crandall 
et al., 2006). Knowledge elicitation involves data 
collection with practitioners in the domain. Data 
analysis is the process by which the researcher 
synthesizes data and discovers meaning. Knowledge 
representation summarizes the meaning uncovered 
in data analysis.

Many CTAs have been conducted with 
defenders, though relatively few of the CTAs have 
provided data on individual defender macrocognition 
in organizations outside of government and defense. 
In the methodology, past CTAs inform future CTAs 
and suggest research questions for quantitative 
research. Integrating CTAs can be challenging. 
Because they are not testing theory, each provides its 
own insights and a complementary glimpse into the 
cognitive work of defenders. There are also a wide 
variety of techniques available (for a review, see Wei 
& Salvendy, 2004).

Categorizing CTAs based on their knowledge 
representation can be useful. Some CTAs have 
resulted in knowledge representations that are 
workflow-oriented (e.g., Erbacher et al., 2010). The 
CTAs that are most aligned to the methodology 
resulted in a list of goals and subgoals of defenders 
and/or reflect decision making through the questions 
asked by defenders (e.g., Buchanan et al., 2016). 
It should be noted that, although outside the scope 
of this review, work has been done to understand 
processes at the team-level (e.g., Cooke et al., 2013; 
Nyre Yu, 2019; Tetrick et al., 2016).

Erbacher et al.’s CTA (2010) resulted in a 

workflow representation. They conducted a seven-
phase CTA for the purpose of developing visualization 
techniques. Participants included network analysts, 
network managers, and security researchers at Pacific 
Northwest National Laboratory. This work resulted 
in a task-flow diagram in four stages: assessment, 
detailed analysis/cleanup, response, and audit. The 
model is circular, reflecting an iterative process of 
re-assessment. It features a big picture construct at 
the center, supporting all steps and being affected 
by cleanup. The big picture includes a variety of 
constructs, including world view, known players, 
cyber-attacks, host information, and coordination.

Trent et al. (2019) used CTA to describe the 
workflow of US military cyber protection teams. As 
with Erbacher et al. (2010), this CTA emphasized the 
high-level process of the work. It was also idealized 
in that some steps are skipped in practice. One theme 
of the model is that the work does not necessarily 
proceed in sequence. Rather, the work, “needs to 
be described in terms of parallel tasks and feedback 
loops, not as a series of steps or stages” (Trent et al., 
2019, p. 129). The role of periodic communication 
with intelligence sources was also highlighted.

Narrowing to CTAs that help explain the 
cognition of individual defenders provides a more 
succinct list. Many CTAs aimed to describe the 
content of CCSA for defender tasks. Utilizing a 
number of methods, including an extended period of 
observation, Paul and Whitley (2013) investigated 
how analysts establish and maintain awareness 
of large computer networks. They suggested two 
components: event detection and event orientation. 
In a review of such studies through 2015, Gutzwiller 
(2019, p. 41) noted that CCSA needed to be defined 
for particular roles, measurement was still needed, 
there was limited understanding of the linkage 
between defender CCSA and performance, and 
there was a need for research to understand other 
macrocognitive functions and processes.

Some CTAs focused on defining the categories 
of defender CCSA. In an early example, Biros and 
Eppich (2001) suggested categories of recognition 
of nonlocal Internet protocol (IP) addresses, 
identification of source IP addresses, development 
of a mental image of normalcy, creation and 
maintenance of analyst situational awareness, and 
facilitation of knowledge sharing. D’Amico et al. 
(2005) described detection, situation assessment, 
and threat assessment being developed in a largely 
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linear process of building understanding. D’Amico 
and Whitley (2007) developed a three-stage process 
model mapped onto Endsley (1988); CCSA was 
represented as a hierarchy of raw data being filtered 
to leave what is interesting, then what is suspicious, 
then events, then incidents, and finally intrusion sets, 
which are groups of related incidents (D’Amico & 
Whitley, 2007). 

D’Amico et al. (2005) represented questions 
asked by defenders, the first example of an 
approach used by others. They also suggested site-
specific knowledge as a challenge to proficiency 
development; defenders must know what is normal 
for their environment, a theme that emerged in 
other sources, such as Goodall et al.’s (2009) 
situated expertise. Mahoney et al. (2010) created six 
preconstructed scenarios, which they discussed with 
a single subject-matter expert. The result of the CTA 
was a list of nine preliminary categories of CCSA. 
Buchanan et al. (2016) conducted a goal-directed 
CTA to elicit the subgoals and decisions, also 
phrased as questions, under two high level goals: 
detecting threatening incidents and characterizing 
those incidents. Describing the content of CCSA as 
lists of questions can be understood as an answer to 
the question, what should a defender attend to? This 
level of abstraction can reveal cognitive process 
(i.e., how CCSA works for defenders) and offers 
implications for practice. 

The approach of Zhong et al. (2015) represented 
defender behavior at a lower level of abstraction. 
They used automation to capture defender behavior 
in combination with participant self-reporting, which 
suggested 11 operations: browse, filter, search, 
inquire, select, selected, link, new hypothesis, 
modify hypothesis, switch context to a different 
hypothesis, and confirm or deny a hypothesis. These 
operations could suggest building block operations 
of decision making but are less connected to goals; 
additional context is needed to connect the behaviors 
to goals.

Gutzwiller et al. (2016) conducted a CTA with 
six participants in three phases. They combined a 
semi-structured interview, a knowledge audit, and a 
concept mapping activity. Gutzwiller et al. provided 
a three-component model of CCSA: understanding 
and awareness of the network, the team, and the 
world. The network includes elements of network 
architecture and behavior, which map onto elements 
of Mahoney et al.’s (2010) CTA. The world 

component includes awareness of novel threats and 
abnormal behavior (Gutzwiller et al., 2016). Finally, 
the team component represents awareness of team 
members to facilitate coordination and support. 
This model differs from others in that it gives more 
prominence to contextual factors. 

This section has described how CTA has been 
used to better understand the work of defenders. 
CTAs in this area have contributed to understanding 
how cognition supports this challenging work. 
Despite this, more research is needed to describe how 
macrocognition of individual defenders in industry 
works to affect security outcomes. A methodology 
to achieve this aim is described next, followed by a 
case study to illustrate how the methodology can be 
applied to the work of defenders.

iii. researCh MeThodology

FIgure 1: researCH meTHoDology

Figure 1 depicts the research methodology using 
CTAs to understand the cognition of individual 
defenders. While no single link in the methodology 
is novel, the methodology augments current research 
methods by suggesting mutual support between CTA 
and quantitative research. In the next section, a use 
case illustrates how the methodology can be applied 
to understand defender cognition.

iv. MeThod

Participants

Two participants were cybersecurity 
professionals at technology companies in the San 
Francisco Bay area. Organizations with defenders 
were invited to participate in the research through 
convenience sampling. Organizations were 
discovered through professional networks and 
by attending cybersecurity-related conferences. 
CISOs and managers were contacted by e-mail to 
discuss the study. Upon organizational agreement 
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to participate and IRB approval, organizations were 
invited to announce the study to employees, who 
participated voluntarily as part of their workday.

Defenders were defined broadly as professionals 
who monitor networks and/or respond to network 
threats on a daily basis. While defenders were the 
focus of the investigation, the inclusion criteria 
were broadened to any employee in an operational 
cybersecurity role to encourage participation of 
cybersecurity professionals regardless of their job 
title. 

Of the 19 individuals who participated, two met 
our definition of a defender, resulting in a sample 
size of N = 2 from two different companies. One 
company was a large networking technology 
company. Participant 1’s company employed 
between 50,000 and 100,000 individuals at the time 
of the interview. Participant 2’s company provided 
cloud services and had between 100 and 500 
employees. One interview was conducted in early 
2018; the other was conducted in early 2019. 

Materials

Participation involved two activities, a survey and 
a concept mapping interview. Both of these activities 
were exploratory, with the goal of identifying 
themes appropriate for future investigation. The 
purpose of the survey was to describe the expertise 
of the participants and qualify them for inclusion 
in the study. The purpose of the concept mapping 
interview was to elicit the knowledge of participants 
and represent it visually.

Exploratory Survey - A survey was used to 
qualify cybersecurity professionals as defenders and 
document their experience. Participants were sent 
a link to complete the survey using Qualtrics. The 
survey items were adapted from a survey used with 
an earlier sample (Schuster & Wu, 2018). As part of 
the survey, participants were asked their gender, age, 
job title, years they have been in their current role, 
and total number of years of experience working in 
cybersecurity. The survey then asked whether they 
respond to network threats on a regular basis, the 
highest level of education obtained, the name of 
degrees obtained, and certifications held.

Concept Mapping Interview - An individual 
concept mapping interview was conducted with 
each participant lasting approximately 60 minutes. 

The concept mapping protocol was adapted from 
Crandall et al. (2006). The interview was conducted 
over teleconference using audio and screen sharing 
but without video. IHMC Cmap Tools Knowledge 
Modeling Kit (version 6) was used to create the 
concept maps, and this software was made visible to 
the participant during concept mapping using screen 
sharing.

Members of the research team included the 
author and student research assistants. Training 
for the research team involved study of Crandall 
et al. (2006), review of the research protocol, and 
participation in mock data collection sessions with 
other members of the team. Data collection required 
three researchers. The facilitator led the interview 
and was the only member of the research team 
in regular communication with the participant. 
Meanwhile, a second researcher operated the 
concept map software, and a third researcher took 
notes. Participants did not manipulate the concept 
map software directly. To facilitate the mapping, 
the concept mapper could interject to slow or repeat 
parts of the interview. The notetaker took notes 
without interacting with the participant. 

After an introduction of the members of the 
research team, the informed consent notice was 
displayed and discussed with the participant. 
Next, the concept map activity was introduced 
with an example using driving as a domain. This 
tutorial introduced concepts, linking words, and 
propositions. Concepts are the major concepts in the 
domain. Concepts are connected to other concepts 
by linking words. Together, two concepts form 
a complete sentence with a linking word, called a 
proposition. Propositions are directional and are 
read in the direction of the arrow. Participants were 
provided an overview of the process of generating 
the concept map and given a suggested list of linking 
words suggested by Crandall et al. (2006, p. 60). 

Following the introduction and tutorial, 
participants were presented with a focus question 
designed to anchor the concept map. The guiding 
priority was to represent the participants’ individual 
perspective of their work, not the work of their 
company as a whole or the basics of the field. 
Therefore, the map was anchored with a focus 
question of “What do you need to be aware of 
when monitoring for and/or responding to threats?” 
This question proved insufficient when the sample 
started to include non-defenders. Thus, the approach 
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was modified to instead co-create a focus question 
tailored to the participant’s job title. The focus 
question was structured in the format, “What do you 
need to be aware of when…,” with a job description 
following. The default question was “What do you 
need to be aware of when creating secure network 
systems?” Participants were then asked to confirm 
that the question applied to their daily work. In both 
interviews, participants chose to revise the question. 
The focus question was collaboratively revised to, 
“What do you need to be aware of when responding 
to cyber security incidents?” for Participant 1 and, 
“What do you need to be aware of when supporting 
network security systems?” for Participant 2.

The revised focus question was entered as 
the highest-level concept in the map. From here, 
the concept map was constructed in four general 
steps. The first step was initial concept generation, 
in which participants were asked to list the most 
relevant concepts that came to mind after reading the 
focus question. Participants were asked to, “identify 
the most relevant concepts that you think of when 
you read the focus question” and that “it is important 
to know that these concepts are not final, and you 
can choose to add, remove, or change any concept 
at any moment. We will write them down as you say 
them aloud.” The second step was to organize the 
terms of the map. Participants were asked to suggest 
the most general or important concepts, which were 
then moved toward the top of the screen. The goal 
of this step was to organize concepts so that they 
were descending from more general to more specific 
at the bottom. The third step was to link concepts, 
starting with one relationship. Participants generated 
propositions by forming a complete sentence from 
one concept to another, with the linking words 
in the middle. The fourth step was the refine the 
map. In this step, the facilitator navigated the map, 
reading and confirming propositions aloud. Before 
concluding, participants confirmed that they were 
satisfied with the map representation.

Results

Survey Responses - Participant 1 held the 
title of InfoSec Tier 2 analyst, worked in incident 
response, and had been in the role for five years. 
Participant 1 reported eight years of experience in 
cybersecurity. This participant held security-related 
bachelors and master’s degrees. Participant 2 held 
the job title of security analyst, supported a web 
application firewall, and had been in that role for 

a single year. This participant reported three total 
years of experience in network security. Participant 2 
participant held a non-security bachelor’s degree. In 
terms of the NICE Framework, Participant 1’s work 
mapped to the cyber defense incident responder 
role, while Participant 2’s work mapped to the cyber 
defense infrastructure support specialist. Participants 
held two or three certifications each with no overlap. 

In all, the two participants differed in the duration 
of their work experience and job title. Participant 1 
had more experience in the current role and the field 
while working for a much larger organization. The 
participant from Company 2 had less experience 
in the current role and the field while working at a 
smaller organization. 

Concept Map Analysis - The purpose of the 
concept map analysis was to identify elements of 
macrocognition in the work of defenders. This was 
done by analyzing map structure and content and 
identifying macrocognitive themes.

Map Structure and Content. Following the 
interview, concepts on the maps were adjusted so 
that all propositions were visible and directionality 
clear. Concepts that were listed by the participant 
but not used in the map were removed. Participant 
concept maps are shown in Figure 2 and Figure 3. 
As a first step, the maps were examined to see if they 
differed in the quantity of concepts and propositions. 
Concept frequency was assessed by listing concepts 
used in each proposition. If a concept was connected 
to more than one other concept, it was counted each 
time it appeared in a proposition. For example, 
“asset targets include cloud asset” and “asset targets 
include user asset” were counted separately. 

The two maps were different in their complexity. 
Comparing across the two maps, Participant 1 
generated a greater number of concepts (45) and 
propositions (46) than Participant 2 (23 and 36, 
respectively) but fewer links per proposition. The 
following concepts were common to both maps: 
Logs (as logs or web logs), assets (as high value 
assets, user asset, cloud asset, ownership of the 
asset, asset targets, host asset, or data asset), and 
monitoring (as monitoring or established monitoring 
plan deployed within your infrastructure). 
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Participant 1’s map was organized around the 
attribution of source and target and the meaning of 
the event. For Participant 1, assets were considered 
in the context of the attack, and four asset types were 
specified (cloud, user, host, and data) and associated 
with logs (as the target of the log). For Participant 
2, the major elements were the infrastructure 
and the organization. Security controls, which 
include monitoring and segmentation, protect the 
infrastructure. For Participant 2, assets were part of 
infrastructure, although they are at the same level as 
the network, network applications, and hardware. By 
including it as a separate concept, the map suggests 
asset value is a relevant factor.

Evidence of Macrocognition - The concept 
maps were examined to identify macrocognitive 
themes. Using the definitions described in Table 1, 
two members of the research team independently 
identified potential macrocognitive elements in each 
concept map. The two lists were aggregated, and 
propositions using these concepts were examined. 
This process revealed themes for each participant. 
Table 3 lists collective themes of macrocognition 
created by aggregating the participant-level themes. 
Additionally, practice and research implications are 
suggested for each theme.

FIgure 2: CoNCepT map For parTICIpaNT1

FIgure 3: CoNCepT map For parTICIpaNT 2
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v. disCussion

The use case shows how CTAs can be used 
to learn about the macrocognition of defenders. 
Macrocognition informs the practice of cybersecurity 
by connecting the KSAs and Work Roles described in 
the NICE Framework to the strategies and processes 
of individuals. Implications and lessons learned 
through the use case are discussed next. Finally, 
implications of the methodology are presented to 
distinguish the potential of the larger methodology 
from the limitations of the specific use case.

Implications of the Use Case

The macrocognitive themes affirm findings 
from prior CTAs that CCSA, as developed through 
the process of sensemaking/situation assessment, 
is a salient component of defenders work to detect, 
analyze, and respond to events. The themes also 
suggest the importance of mental models; in 
combination with domain knowledge, defenders 
make use of a variety of continually evolving 
representations of interconnected elements. These 
include contextual factors such as who owns the 
asset and the business context (e.g., how people in 
the organization affect an asset). This representation 
extends the CCSA types of both Mahoney et al. 

FIgure 3: maCroCogNITIve THemes aND ImplICaTIoNs
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(2010) and Gutzwiller et al. (2016). Mahoney et 
al. (2010), incorporated the business context in 
compromise extent awareness and situational factors 
as social/ organizational/ behavioral awareness. 
Gutzwiller et al. (2016) represented these as team 
and world components. Based on the present 
representation, these factors could broaden to 
infrastructure (extending beyond the network) and 
organization (extending beyond the team). 

The biggest limitation in interpretation of the 
use case as standalone research is the combination of 
a small convenience sample with limited time with 
each participant. Most past CTAs enjoyed larger 
samples and/or more comprehensive observation. 
In this case, the immediate value of the use case is 
the suggestion of themes for further investigation. A 
number of practical lessons are discussed next.

Lessons Learned

Lessons were learned at each step of the use 
case, starting with the recruitment. Encouragingly, 
when organizations responded to discuss the 
study, there was no shortage of support expressed 
for research to improve the proficiency of 
cybersecurity professionals. Being affiliated with 
San José State University and working on a National 
Science Foundation project may have facilitated 
participation. Managers and CISOs were generally 
eager to offer their teams for participation, but 
barriers to participation included concerns about 
confidentiality and limited access to cybersecurity 
professionals. In discussing the aims of the study, 
members of the research team emphasized the 
goal of the research in describing cognition but not 
describing specific incidents or threats. As the use 
case illustrates, there is value for methods which 
do not elicit information about specific incidents; 
however, this also constrained the research, as 
many CTA methods rely on discussions of specific 
cases, especially challenging ones, to understand 
how experts address them. Finding cybersecurity 
professionals in the correct role was also a challenge, 
evidenced by two participants despite a multiyear 
recruitment effort. In some cases, defenders were 
outsourced or distributed worldwide, making access 
more difficult. This required a pivot to remote 
data collection. Future research can address these 
limitations by seeking more depth within one 
organization through close partnerships, rather than 
trying to sample across many organizations. This 
could allow more precision in job role selection. 

Researchers should be aware that building the 
collaborative partnerships for recruitment requires 
substantial time. Meanwhile, the research needs to be 
ready to run on a short timeframe, as short windows 
for participation can appear after long delays from 
due diligence and participant availability. This can 
challenge an academic research team due to the 
seasonality of the academic calendar.

While the survey roughly identified participants 
as cybersecurity professionals in a defender role, 
it provided a limited picture of the training and 
experience of cybersecurity professionals. Informal 
and self-directed learning also contribute to the 
experience of many cybersecurity professionals, 
including in childhood (Champion et al., 2014), and 
this information was not captured. Beyond degrees 
earned, information about experience outside of 
cybersecurity was not captured. A better survey 
would be more comprehensive in describing the 
cybersecurity and non-cybersecurity education and 
experience of the participants. A succinct survey 
is also desirable; using the NICE Framework’s 
Categories and Specialty Areas (Newhouse et al., 
2017) may provide a way to quickly categorize 
participants. Categories and Specialty areas are 
presently deprecated in the NICE Framework 
Revision draft (Petersen et al., 2020); an alternative 
approach could be to sample representative work 
roles and ask about frequency of performing in those 
roles.

In future research, a more comprehensive 
survey could allow researchers to unify the focus 
question across maps. In hindsight, the research 
team started each concept map interview with 
limited information about defenders’ experience, 
so revising the focus question was necessary to 
understand the participant’s role. Differences in 
experience of the participants may be evident in 
the content and organization of the concept maps. 
Participant 1 reported more years of experience and 
drew a more detailed map oriented around decision 
making. Participant 2’s map suggests a greater 
role of automation, but inferences comparing the 
proficiency of these individuals is speculative, 
largely due to the limitations of the survey.

Finally, concept mapping worked well for this 
purpose but is not the only CTA technique. Concept 
mapping resulted in a knowledge representation 
that could be generated in a single meeting. 
Limited time and access prevented use of certain 
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CTA methods that may provide more clarity into 
aspects of macrocognition or teamwork. These 
include direct task observation and critical decision 
methods. The critical decision method involves a 
subject-matter expert retroactively or concurrently 
walking the researcher through a specific incident 
(Crandall et al., 2006). Examination of standard 
operating procedures and lists of specific tools were 
also unavailable. Crandall et al. (2006) suggested 
that the representations from CTA be refined in a 
collaborative process with the original participants; 
this was only done immediately after constructing 
the map. A second interview with our participants 
to vet our conclusions was not part of the research 
protocol, resulting in a lack of data about how the 
resulting representation is viewed by the participants.

Research Implications of the Methodology

This work serves as a call and framework for 
continued CTA research to understand cognitive 
processes. By applying the methodology, quantitative 
researchers can benefit from better understanding 
of relevant contextual factors, which can lead to 
more meaningful experimentation and establish 
reliable measurement. For example, by enumerating 
and refining the types of CCSA, a richer picture of 
proficiency development in defenders can emerge. 
The methodology can explain the cognition behind 
proficiency. This can suggest strategies for its 
measurement, which can be developed and validated 
through quantitative research. Measured reliably, 
cognitive process measures would complement 
measures of KSAs in the NICE Framework to 
describe what defenders do and how they are able 
to do it. This could facilitate training for defenders 
in how to think, addressing a gap in the current state 
of practice.

 The use case shows how research questions 
could be tested in quantitative research. CTAs are 
resource-intensive and can generate more questions 
than they answer. New questions can be supplied 
to quantitative researchers, who need testable 
hypotheses and the ability to isolate a limited 
number of variables of interest. This work suggests 
variables that may be able to be measured, such as 
CCSA for an incident; experimentation is needed 
to establish reliable measurement. Hoffman (2020) 
described challenges to conducting experiments to 
understand cyber operations including accounting 
for all important variables, especially ones 
embedded in the operational environment. As part of 

the methodology, researchers can use existing CTAs 
to list and prioritize variables for experimentation. 
Hoffman (2020) suggested a mixed-method 
approach of implementing CTA methods into 
their experimental protocols, essentially giving 
participants the opportunity to explain the cognition 
used in an experimental task. When this is not 
feasible, the methodology suggests how CTAs of 
defender cognition and quantitative studies may 
inform each other.

 CTAs have great potential to augment each 
other. As an example, rather than offering a focus 
question tied to a person’s role, a concept map 
could be made of asset targets, zones, and events. 
Insights can be derived even if participants reject the 
categorization and describe their own categorization 
and mental model. Further themes may emerge by 
analyzing concept maps with the same prompt from 
employees with, near, and outside a defender team.

Practice Implications of the Methodology

Defenders are the innovators in the practice of 
their profession, and this is especially evident in 
their central role in CTA. The scientific study of 
situation awareness emerged from interviews of 
pilots (Endsley, 1988), who discussed it as a familiar 
concept. The methodology shows how research can 
contribute to professionalization of cybersecurity 
careers by informing practice through understanding 
the cognition of high performing individuals. 

The methodology and use case offer both near-
term and long-term implications for defenders. In the 
near term, defenders could improve their practice by 
focusing on what happens before decisions are made. 
Outcomes are more salient than cognitive processes, 
which are not directly observable. Given this, there 
is value in discussing the hidden-yet-valuable role 
of macrocognition in performance outcomes, even 
as understanding of how it works is still emerging. 
That is, talking about macrocognition could help 
defenders connect how they think with their work 
outcomes. Encouraging discussion and debate of 
macrocognition among practitioners may help them 
reflect on their own thinking and development, a 
process called metacognition. Metacognition has 
been shown to predict performance and training 
effectiveness (Cuevas et al., 2004). Thinking about 
their thinking may help defenders better apply their 
skills and match them to the KSAs in the NICE 
Framework. This may help proficient defenders 
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mentor novices. In this way, individual defenders 
themselves will continue to contribute insights about 
how their work is conducted.

In the long-term, much interdisciplinary 
research is needed to realize the aims of the 
methodology, which itself is only one perspective 
on the work of cybersecurity professionals. In 
this regard, the methodology serves as a call for 
replication and participation by researchers and 
practitioners within and outside of cybersecurity. 
Envisioning this possibility, well-developed 
understanding of macrocognition may unlock novel 
and validated strategies for workforce development, 
especially in training and recruitment. Measurement 
of macrocognition would allow practitioners to 
diagnose human performance and to more fully 
utilize people as part of cyber defense. For training, 
it could provide an explanation for why and how 
skills are missing and suggest interventions. It would 
provide a layer of understanding of cybersecurity 
work that is relevant to, but not specifically tied to, 
an organization, Work Role, or Task.

 
Understanding macrocognition can also 

augment recruitment strategies by better answering 
the question of what qualities help people succeed in 
cybersecurity careers. It may allow people in other 
professions and pathways, or people who have not 
yet picked a profession, to be recruited to participate 
in cybersecurity careers on the basis of skill or 
interest in other tasks that involve thinking like a 
defender. Together with training, this approach may 
support broader participation in the field.

Conclusion

The methodology presented in this article 
complements the NICE Framework with research 
to understand defender cognition. The NICE 
Framework provides the language of Work Roles, 
Tasks, and KSAs. The methodology supplies 
explanation of how KSAs are used and develop. 
Together, they can help close the cybersecurity 
skills gap by connecting the elements of work to the 
capabilities of people. 
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Wireless Security: Examining the next NICE 
Framework Iteration based on Industry Requirements  

Suzanna Schmeelk and Denise Dragos
St. John’s University, United States

Abstract—Problem Statement: Wireless security is expanding at an unprecedented rate and is essential for untethered 
consumer goods, either organizational or private. Organizations ranging from hospitals, banks, and Armed Forces, to 
Uber Drivers employing wireless technologies, are adopting implicit and explicit risks. This research contributes an 
examination of industry best-practice certifications, curriculums, and recent books with respect to wireless security to 
inform on relevant industry topics needed for the next iteration of the National Initiative for Cybersecurity Education 
(NICE) Cybersecurity Workforce Framework.

Research Questions: There remains a research gap on best-practice topic coverage in wireless security courses. The gap 
is due in part to rapid changes in IoT, near-field communications, and vehicle designs. Particularly, we ask, what wireless 
security topics are currently covered in the NICE with respect to leading certifications? 

Contribution: This paper identifies important gaps in the learning of wireless security. We compare the leading industry 
certifications and leading academic curriculums to identify gaps, for the next iteration of the NIST NICE framework.   
Specifically, we identify gaps in the wireless technology protocol coverage, wireless technology element coverage, 
wireless attacks/defenses topic coverage, and wireless forensics topics coverage. Based on these findings, we develop 
two curriculums, as there exists no literature on these industry educational gaps.

Rationale: Based on the industry review, we design two semester-long wireless security courses to address the changing 
wireless security needs and develop course topic categories that are useful to map the NICE Cybersecurity Workforce 
Framework and that can be useful for continual course improvement for ABET (re)accreditation.

Investigative Approach: We investigate our advanced courses in wireless security and industry best practices for both 
a quantitative and qualitative analysis of wireless security educational topics coverage. Quantitatively, we analyze 
wireless security topics coverage count in leading frameworks and cybersecurity courses. Qualitatively, we examine 
actual wireless topics, based on the authors extensive industry experience, to cover to keep pace with the industry 
wireless trends.

Lessons Learned: Since the NICE Cybersecurity Workforce Framework was published as NIST Special Publication 800-
181 in August 2017, NIST intends to review and update the NICE Framework. This qualitative and quantitative analysis 
provides insights into wireless security topic coverage which should be included in a new NICE framework iteration.

Implications for Practice: We as researchers spent many years at Bell Laboratories in New Jersey, at top-tier hospitals 
in New York City, and 20+ years with the New York Police Department (NYPD). During these experiences, we worked 
on many wireless technologies and their underlying security, from development and implementation to forensics 
perspectives. Our industry experience permeates our developed curriculums. We compare our curriculums with leading 
practitioner exams (e.g., OSWP) and frameworks (e.g. NICE) to advance the training requirements. All organizations 
accept wireless security risks; therefore, it is fundamental that the cybersecurity workforce understands these implicit 
and explicit risks.

Implications for Research: There remains a wireless security educational literature gap. Understanding the limitations 
and benefits for current frameworks and certifications on wireless security raises fundamental cybersecurity training 
questions. Additional investigations can transpire on quantity and quality of topics, developing working training labs, 
and understanding key security engineering.

Keywords—Wireless Security, Mobile Forensics, NICE Cybersecurity Workforce Framework, Offensive Security 
Wireless Professional (OSWP), Certified Information Systems Security Professional (CISSP), CompTIA Security+, 
National Security Agency-Knowledge Units (NSA-KUs), Accreditation Board for Engineering and Technology 
(ABET), Computing Sciences Accreditation Board (CSAB), The Association of Computing Machinery (ACM), 
Institute of Electrical and Electronics Engineers (IEEE).
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i. inTroduCTion

Wireless security is essential for the security 
of system communications and underlying data.
The Open Web Application Security Project’s 
(OWASP) top third mobile security threat is 
of Insecure Communications (OWASP, 2020). 
Insecure communications can result in the loss of 
confidentiality, integrity, and availability (CIA) of 
systems and their data. To guard against the insecure 
dissemination of wireless data, typically referred 
to as the protection of data-in- motion, mitigating 
against threats to wireless transmissions is essential. 
In addition to the design and deployment of secure 
wireless transmissions, is the need for incident 
response and wireless network forensics in the result 
of cybersecurity incidents and crimes. The design, 
deployment, decommissioning, and forensics of 
wireless systems encompass the full technology 
lifecycle understanding needs for industry 
leading and data breach aware cybersecurity risk 
management professionals.

This work compares wireless security 
curriculums with leading practitioner exams 
(e.g. OSWP, CompTIA Security+, CISSP) and 
frameworks (e.g. NICE, ACM, NSA) to advance the 
training requirements for workforce capabilities. We 
report on a developed curriculum for an advanced 
Wireless Security course taught in New York by 
cybersecurity industry veterans. As all organizations 
accept wireless security risks, it is fundamental 
that the cybersecurity workforce understands these 
explicit and implicit associated risks.

Problem Statement

Wireless security is expanding at an 
unprecedented rate and is in many cases essential 
for untethered consumer goods either organizational 
or private. Organizations from hospitals, to banks, to 
Armed Forces, to Uber drivers employing Bluetooth 
and Near Field Communication (NFC) technologies, 
are adopting risks by employing these technologies. 
This research examines both the National Initiative 
for Cybersecurity Education (NICE) Cybersecurity 
Workforce Framework and the Offensive Security 
Wireless Professional (OSWP) certification with 
respect to an advanced Wireless Security course 
within a Cybersecurity B.S. program to discover 
framework coverage gaps such as in Internet of 
Things (IoT), NFC, Bluetooth, 5G and underlying 
wireless firmware development. Our wireless 

security course examines recent wireless security 
data breaches showing that wireless security is 
still not well understood across the cybersecurity 
workforce.

Review of Literature and Research Rationale

There are three main domains of relevant 
literature for this paper. The first domain is industry 
wireless security trends  and wireless communication 
specifications such as WIFI data- in-motion 
encryption (e.g. WPA3, WPA2, etc.), Bluetooth 
security (Haataja 2008), Near Field Communications 
(NFC) security, Internet of Things (IoT) security, and 
3GPP Cellular (3GPP, 2020), among other wireless 
protocols. Summers and DeJoie (2004) report on 
early wireless security topics. The second domain 
is academic wireless security and forensic research 
(Ghafarian, 2019). Little, if any recent published 
academic research exists on wireless security 
technologies in some of the major leading literature 
databases. A third and most relevant research domain 
is wireless security education, which entirely suffers 
from a literature and research gap. Education 
literature, however, does exist in the larger domain 
of cybersecurity education. For example, the Joint 
Task Force on Cybersecurity Education (2018) 
created a report based on industry surveys for 
Curriculum Guidelines for Post- Secondary Degree 
Programs in Cybersecurity. The guidelines note 
wireless security topics including: implementations 
of the wireless ‘physical’ media; wireless issues 
surrounding biomedical devices [a special subset 
of embedded systems]; and security awareness, 
training and education (commonly referred to as 
SETA). However, we were unable to identify any 
educational studies incorporating student feedback 
such as those often found in the field of Mathematics 
Education (Schmeelk, Krupnik, Nyakoojo, Maher, 
& Horwitz,  2020).  This cybersecurity literature gap 
on educational skills studies for wireless security 
warrants new wireless security education research.

ii. researCh QuesTions

Our research contributes to curriculum 
development for Wireless Security courses. We 
carefully analyze respected wireless security 
related industry certifications, curriculums, recent 
textbooks, and best practices from standardizing 
bodies to identify gaps in the current NIST NICE 
framework to include in a future update of the 
framework. Specifically, we ask, what are the 
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current wireless security topics and skills examined 
in the current NIST NICE framework and are 
there potential gaps to fill in a new iteration.  We 
found that an understanding of the creation of 
wireless embedded systems firmware development 
and detailed network forensics topics are entirely 
missing from cybersecurity research education and 
the current NIST NICE framework.

iii. invesTigaTive aPProaCh

In order to make recommendations for the next 
iteration of the NICE framework to answer our first 
research question, we analyze existing industry 
best practice certifications, curriculums, and recent 
books. Specifically, we examined the following 
entities to gain insights in topic coverage:

• Offensive Wireless Security Professional 
(OffSec Services Limited, 2020)

• CompTIA Security+ (CompTIA, 2020)
• Certified Information Systems Security 

Professional (CISSP) ((ISC)² , 2020)
• NIST National Initiative for Cybersecurity 

Education (NICE) Cybersecurity Workforce 
Framework (NIST, 2017)

• National Security Agency (NSA)’s National 
Centers of Academic Excellence (CAE) 
(NSA) , 2020)

• Computing Sciences Accreditation Board 
(CSAB) (CSAB, 2020)

• Accreditation Board for Engineering and 
Technology (ABET) (ABET, 2020)

• The Association of Computing Machinery 
(ACM) (Association for Computing 
Machinery (ACM), 2020)

• Institute of Electrical and Electronics 
Engineers (IEEE)

• Wireless Hacking Exposed (Wright & 
Cache, 2015)

• Wireless and Mobile Device Security 
(Doherty, 2016)

• SANS (SANS, 2020)
• Current iteration of our developed wireless 

security course.

Our analysis of these entities for wireless 
security topic coverage is discussed in the following 
subsections.

FIgure 1: buIlDINg bloCks For a Capable aND reaDy 
CyberseCurITy workForCe 

NICE Cybersecurity Workforce Framework

The NIST National Initiative for Cybersecurity 
Education (NICE) Cybersecurity Workforce 
Framework (NICE Framework) is published in 
the NIST Special Publication (SP) 800-181 (NIST, 
2017). The framework serves as a fundamental 
reference resource for describing and sharing 
information about cybersecurity work and the 
knowledge, skills, and abilities (KSAs) needed to 
complete tasks that can strengthen the cybersecurity 
posture of an organization. As a common, 
consistent lexicon that categorizes and describes 
cybersecurity work, the NICE Framework improves 
communication about how to identify, recruit, 
develop, and retain cybersecurity talent (Figure 
1). The NICE Framework is a reference source 
from which organizations or sectors can develop 
additional publications or tools that meet their needs 
to define or provide guidance on different aspects 
of cybersecurity workforce development, planning, 
training, and education.

The NICE Framework SP 800-11 defines their 
usage of the term’s knowledge, skills, abilities, 
and tasks. Overall, KSAs are attributes required to 
perform work roles and are generally demonstrated 
through relevant experience, education, or training. 
Formally, knowledge is defined as the “body of 
information applied directly to the performance 
of a function.” Skill is defined as “an observable 
competence to perform a learned psychomotor 
act. Skills in the psychomotor domain describe 
the ability to physically manipulate a tool or 
instrument like a hand or a hammer. Skills needed 
for cybersecurity rely less on physical manipulation 
of tools and instruments and more on applying 
tools, frameworks, processes, and controls that 
have an impact on the cybersecurity posture of an 
organization or individual.” The ability keyword is 
defined as the “competence to perform an observable 
behavior or a behavior that results in an observable 
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product.” Finally, task is defined in 800-11 as, “a 
specific defined piece of work that, combined with 
other identified Tasks, composes the work in a 
specific specialty area or work role.”

The NICE Framework provides categories for 
workforce personnel, as seen in Figure 2.

FIgure 2: NICe Framework workForCe CaTegorIes

The NICE Framework provided a list of 
cybersecurity Specialty Areas for each of the 
workforce categories listed in Figure 2. The 
framework lists between two and seven specialty 
areas for each category. In industry, due to the wide 
range of cybersecurity team sizes from only one 
workforce member to numerous team members, 
these workforce categories may or may not translate 
directly to each organization. Table 8, found in 
Appendix A, shows the NICE wireless security 
components, specialty areas, task ID, descriptive 
statement and competency.

NIST SP 800-11 provides a listing of all the 
tasks that have been identified as being part of 
a cybersecurity work role. Each task involving 
wireless technology is listed in Table 1.

Table 1: NIsT 800-11 Task mappINgs

KSAs describe the various kinds of information 
applied directly to the performance of a function. 
A complete listing of the NIST NICE mappings of 
KSAs with job workforce categories can be found on 
the full spreadsheet entitled, Reference Spreadsheet 
for NIST Special Publication 800-181 (NIST, 2020) 
Table 2.

As defined above, skill is the observable 
competence to perform a learned psychomotor act. 
There are three relevant skills listed for wireless 
technologies as seen in Table 3.

Table 2: NIsT 800-11 kNowleDge mappINgs
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Table 3: NIsT 800-11 skIlls mappINgs

Ability, as defined above, is the competence to 
perform an observable behavior or a behavior that 
results in an observable product. NIST lists one 
wireless technology ability, as seen in Table 4. 

Table 4: NIsT 800-11 abIlITy mappINgs

NSA’s CAE Knowledge Units

The National Security Agency (NSA) sponsors 
two types of Centers of Academic Excellence 
(CAE): one in Cyber Defense (CD) and one in 
Cyber Operations (CO) (National Security Agency, 
2020). The National Security Agency (NSA) and 
the Department of Homeland Security (DHS) 
jointly sponsor the National Centers of Academic 
Excellence in Cyber Defense (CAE-CD) program. 
CAE centers for cyber defense can either be 
designated as education or research centers, CAE-
CDE and CAE-R respectively. The NSA’s CAE in 
Cyber Operations (CAE-CO) program supports the 
President’s National Initiative for Cybersecurity 
Education (NICE) and furthers the goal to broaden 
the pool of skilled workers capable of supporting a 
cyber-secure nation. The relevant skills mappings, 
or knowledge units, is shown in Figure 3.

FIgure 3: relevaNT Nsa Cae ku mappINg CoNCepTs

Offensive Security Wireless Professional 
(OSWP)

The Offensive Wireless Security Professional 
(OffSec Services Limited, 2020) is a four-hour 
exam in which the student seeking certification is 
required to recover the keys to three wireless (WiFi) 
networks. A recent certificate awardee blogged that 
the setup is “quite clever and efficient with SSH 
access to an Offsec attacking system which has a 
packet injectable adapter attached and the [three] 
required networks within range of this” (Budd, 
2019). To prepare for the OSWP hands-on exam, the 
Offensive Security course Wireless Attacks (WiFu) 
is suggested (Offensive Security, 2020). Topics 
covered in the Offensive Security WiFU course are 
shown in Figure 4.
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FIgure 4: oswp relevaNT TopICs

CompTIA Security+

The CompTIA Security+ (CompTIA, 2020) 
is a global certification that validates the baseline 
skills needed to perform core security functions and 
pursue an IT security career. Many employers look 
for this certification among candidates. Relevant 
wireless security and forensics concepts in the 
CompTIA Security+ SY0-501 and SY0-601 exams 
are shown in Figure 24 (Appendix B), with many 
relevant topics.

Certified Information Systems Security 
Professional

The Certified Information Systems Security 
Professional (CISSP) is an independent information 
security certification granted by the International 
Information System Security Certification 
Consortium, (ISC)² ((ISC)² , 2020).  According to 
the (ISC)² member portal ((ISC)², 2020), as of July 
22, 2020, there are 141,607 members holding the 
CISSP certification worldwide. The CISSP has eight 
domains of questions, based on the outline ((ISC)², 
2020). According to the (ISC)² CISSP exam outline, 
there is only one instance where wireless security is 
discussed as a domain on the exam. CISSP does not 
mention any specific wireless technologies. Instead, 
they specify to implement secure design principles, 
as shown in Figure 5.

FIgure 5: CIssp relevaNT wIreless TopICs

Accreditation Boards: 
CSAB, ABET, ACM, IEEE

Computing Sciences Accreditation Board 
(CSAB) is the lead Accreditation Board for 
Engineering and Technology (ABET) (ABET, 
2020) member society for accreditation of degree 
programs in Computer Science, Cybersecurity, 
Data Science, Information Systems, Information 
Technology, and Software Engineering (CSAB, 
2020). The Association for Computing Machinery 
(ACM) and the IEEE Computer Society (IEEE-CS) 
are the member societies of CSAB.

The ACM recommends curriculum development 
for Computer Engineering, Computer Science, 
Cybersecurity, Information Systems, Information 
Technology, and Software Engineering. (Association 
for Computing Machinery (ACM), 2020). 
Specifically, for Cybersecurity, the ACM published 
the Cybersecurity Curricula 2017: Curriculum 
Guidelines for Post-Secondary Degree Programs 
in Cybersecurity (Cybersecurity Curricula 2017: 
Curriculum Guidelines for Post-Secondary Degree 
Programs in Cybersecurity, 2017).

The ACM/IEEE CS2013 Body of Knowledge 
(BoK) serves as the foundational curricular 
framework for the ACM associate-degree transfer 
guidelines in computer science. The CS2013 BoK 
is organized into a set of 18 Knowledge Areas (KA) 
that correspond to topical areas of study in computing 
for undergraduate, baccalaureate degree programs in 
computer science. A KA may not necessarily equate 
to a course, and are listed in Figure 6.
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FIgure 6: aCm’s kas oF THe CompuTer sCIeNCe 
TraNsFer CurrICulum

In the ACM latest curriculum guidelines, the 
ACM only explicitly discuss Wireless Security in 
the Networking and Communications (NC) KA, 
Figure 7. Implicitly, however, their overarching 
Cybersecurity KAs listed in Figure 7 are all relevant 
to the wireless security domain.

FIgure 7: aCm relevaNT TopICs (CyberseCurITy 
CurrICula 2017: CurrICulum guIDelINes For posT-

seCoNDary Degree programs IN CyberseCurITy, 2017)

Wireless Hacking Exposed

The book Wireless Hacking Exposed (WHE) 
(Wright & Cache, 2015) is a popular educational 
wireless security book. Wright has been a senior 
instructor and author for SANS Institute as well 
as holding senior technical roles at organizations 
including Counter Hack. Cache, Chache Heavy 
Industries. He has been a speaker at BlackHat, 
BlueHat, and ToorCon. He has also written papers 
and tools on/for the security of 802.11. The technical 
book shows many types of wireless attacks and 
occasionally discusses mitigations. Interestingly, the 
book introduces many tools and gives all the tools 
the authors decided risk rating based on perceived 
popularity, simplicity, and impact.  The relevant 
WHE topics are shown  in Figure 8. The book 
provides a few resources for hands-on exercises for 
learners.

FIgure 8: wHe relevaNT TopICs 
(wrIgHT & CaCHe, 2015)

Wireless and Mobile Device Security

The book Wireless and Mobile Device Security 
(WMDS) (Doherty, 2016) is part of the Jones & 
Bartlett Learning’s Information Systems Security 
& Assurance Series. The book approaches security 
through risk mitigation and assurance mechanisms. 
Jim Doherty, the book’s author, has held leadership 
positions in organizations including Ixia, Cisco 
Systems, Certes Networks, and Ericsson Mobile. 
The book’s relevant topics are shown in Figure 9.

FIgure 9: wmDs relevaNT TopICs (DoHerTy, 2016)

The book Wireless and Mobile Device Security 
(WMDS) comes with mappings of the book to 
different standards, curriculums, and certifications. 
Table 5 and Table 6 show the mappings of the book 
to two important aspects of the CompTIA Security+ 
exam. As can be seen, the book provides very few, if 
any, relevant hands on lab exercises.



66 Cybersecurity Skills Journal: Practice and Research

SANS Relevant Trainings

The SANS Institute was established in 1989 as a 
cooperative research and education organization. A 
list of their current course offerings can be found on 

their course list (SANS, 2020). Five relevant courses 
are shown in Figure 10. The courses either focus 
on wireless, mobile devices, or include network 
forensics topics. All three elements are essential to 
wireless security.

Table 5: seCurITy+ wIreless CoNFIg mappINg To wmDs

Table 6: seCurITy+ wIreless aTTaCks mappINg To wmDs
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FIgure 10: saNs relevaNT Course oFFerINgs

iv. resulTs and ConTribuTions

Framework iteration. We also present suggested 
developed curriculums to address historical industry 
gaps in learning from more traditional wireless 
security related courses.

NICE Summary of Topics Coved 
by Content Domain

From the entities analyzed, there are three 
important arch- categories of coverage for wireless 
security. One domain is on the actual wireless 
technologies covered (Table 7), and the other is of 
the spread of topics covered within a given analyzed 
entity (Figure 11). In Table 7, the columns signify 
the following: W – WIFI, B – Bluetooth, I – IoT, 
N – NFC, C – Cellular, S – Satellite, P – Paging, E – 
Embedded System Communication, Z – SCADA, Y 
– IR, R – RFID, and F – Wirelesses without further 
protocol specification.

The IoT (I) category includes the following 
technologies: Adaptive Network Topology (ANT), 
Zigbee, ZWave, and Wireless Sensor Networks 
(WSN).

Table 7 shows coverage gaps in NICE for 
current wireless technologies such as NFC (e.g. 
Apple Pay, Android Pay, Android-NFC), IoT, and 
embedded systems (e.g. wireless router firmware 
development, automobiles, printers, etc.). Some 
embedded systems do however communicate with 
protocols listed in Table 7.

Table 7: DomaIN oF wIreless TeCHNologIes CovereD

As we can see from Table 7, our first finding is 
that certain wireless domains are covered strongly 
on some certifications but other domains are entirely 
missing. The table provides a ‘strengths’ analysis for 
which certifications are strong in what domain. As 
we can see from the table, the next iteration of the 
NIST NICE framework would benefit from adding 
skills and tasks related specifically to IoT. Popular 
protocols in IoT include ZWave and Zigbee. Another 
area to add to the NIST NICE framework is NFC 
and other near field payment options such as Apple 
Pay and Android Pay. NICE NIST also could benefit 
from embedded device security such as custom 
firmware development for wireless routers, vehicles, 
medical devices, among other embedded systems.

Our second finding is shown in Figure 11. The 
figure presents the best practice topics findings of 
the research for the coverage with respect to each 
wireless technology. This domain is essential for 
a complete security lifecycle understanding from 
wireless design, risk, to the forensics surrounding an 
incident or crime.

Our third finding of importance is the coverage 
of different wireless attacks. Figure 12 presents the 
current best practice attacks for coverage, however, 
wireless attacks and mitigations continually 
evolve due to the dynamic nature of cybersecurity. 
Currently, NICE has specific KSAs and Tasks on 
topics listed with the numbered bullets as follows: 
1 (operating systems only), 2, 3, 4 (jamming attacks 
only), and 5 (fidelity Only). NICE should consider 
adopting the remaining topics listed in Figure 11.
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FIgure 11: TopIC Coverage wITHIN wIreless TeCHNology

The attacks listed of in Figure 12 are found 
throughout the analyzed entities. However, NICE 
currently keeps these attacks at a high-level with the 
following: (K0274) jamming techniques that enable 
transmission of undesirable information, or prevent 
installed systems from operating correctly; (T0612) 
Conduct exploitation of wireless computer and 
digital networks; (S0299) Skill in wireless network 
target analysis, templating, and geolocation; (A0100) 
Ability to perform wireless collection procedures to 
include decryption capabilities/tools.

FIgure 12: speCIFIC wIreless aTTaCks DIsCusseD

Lastly, our fourth finding for our first research 
question is that specialized digital forensics KSAs 
for wireless network, wireless devices, and wireless 
metadata are missing entirely from the current NICE 
Framework.

There is a tremendous amount of WIFI data 
stored in both mobile devices, laptops, and desktops. 
Software tools have been written to easily scrape and 
recover this data and the subject should be included 
in the bodies of knowledge. For example, both the 
Microsoft Windows Registry and the Apple OSX 
Keychain store BSSID names, MAC addresses, and 
passwords for networks that have been previously 
accessed, as shown in Figure 13, Figure 14, and 
Figure 15.

FIgure 13: wpa key sTore IN osx keyCHaIN

Forensic tools, such as Cellebrite recover 
wireless data while analyzing mobile devices such 
as IOS and Android phones and tablets. Wigle.net, as 
seen in Figure 16, is a publicly available searchable 
online database that incorporates geolocation data of 
WIFI access points based on MAC Addresses and 
BSSID names. 

FIgure 14: wpa keys reCovereD From 
wINDows regIsTry

FIgure 15: bssIDs sToreD IN osx keyCHaIN
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Developed Courses to Address Gaps

We have developed two separate courses to 
address industry gaps in traditional wireless security 
courses. Specifically, we developed both a Mobile 
Device Forensics forensic course and expanded an 
advanced Wireless Security course. We will discuss 
both in detail.

Mobile Device Forensics Course: The Mobile 
Device Forensics course is updated each semester 
offered, as the technology is constantly evolving. 
Originally, the course included sections covering 
Palm Pilots, Windows phones, and Blackberry 
devices, but now centers predominantly on Apple iOS 
and Android based wireless devices. IoT, wearable, 
and vehicle based wireless device forensics are also 
included, as listed in Figure 17.

This forensics-based course sets the groundwork 
by introducing the iOS and Android mobile operating 
systems, their structures, and integrated security 
frameworks. To exemplify the pervasiveness of 
mobile devices into our everyday life, we have the 
students forensically examine their own personal 
cell phones. Students then examine ZTE Prelude 
Z993 4GB Android phones that each contain an 
exact pre-built dataset. Students are introduced 
to and get hands-on experience with (2) industry 
standard mobile device forensic tools—BlackBag 

FIgure 16: wIgle.NeT oNlINe DaTabase

FIgure 17: DevelopeD mobIle DevICe ForeNsICs Course

Technologies Mobilyze and Cellebrite Universal 
Forensic Extraction Device (UFED). The course then 
pivots into the study of WIFI forensics, wearables 
(i.e. smart watches, fitness devices, etc.), vehicle 
forensics (i.e. digital black boxes/ flight recorders) 
and other IoT devices.

These topics have applicability across all the 
NICE workforce categories (Figure 2) and the 
NIST 800-11 Task Mappings (Table 1), Knowledge 
Mappings (Table 2), Skills Mappings (Table 3), and 
Ability Mappings (Table 4).
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Wireless Security Course: Each iteration of 
our developed advanced wireless security course 
incorporates continual improvement in accordance 
with ABET (re)accreditation. Recently, we structured 
the course to be focused on WIFI, but incorporate 
other wireless technologies in keeping with industry 
trends on IoT, Bluetooth, and other radio frequency 
protocols. Our last iteration of the course included 
the topics listed in Figure 18.

FIgure 18: DevelopeD wIreless seCurITy Course

The course spends the majority of the semester 
on WIFI security, and the remainder of the course 
focuses on other wireless protocols. The design is 
for students to understand the different wireless 
protocols and to learn to research security concerns 
among all wireless protocols. The course ends with 
the students building their own custom wireless 
router firmware. The OpenWrt project is a Linux 
operating system targeting embedded devices; it 
provides a fully writable filesystem with package 
management (OpenWrt, 2020). OpenWrt is a 
framework to build an application without having 
to build a complete firmware around it. Figure 19 
shows the mini smart router, which is specifically 
designed through the product business model, to 
support the installation of custom firmware. Once 
the firmware is customized as needed, Figure 20 
shows the configuration for the firmware build.

Custom firmware is extremely important for 
wireless security for many reasons. As security risks, 
attacks, mitigations, and tools change frequently, a 
longer-lasting learning experience revolves around 
a hands-on activity to build custom firmware. Top 
security benefits from building custom embedded 
system firmware include at least the following: (1) 
transparency by knowing what the system actually 
does, (2) transparency by scanning the code for 
issues and vulnerabilities, (3) implementing overall 
additional system hardening, (4) implementing 
new security features, (5) facilitating additional 
security research, and (6) faster patch deployment as 
system administrators and users can install custom 
patches without waiting for the original equipment 
manufacturer (OEM) to release patches. The students 
are required to emphasize the ethics around building 
a system and having super privileges (i.e. root) of 
the system. Custom firmware development strongly 
fosters research for newer security mitigating 
controls to be implemented.

Figure 21 then shows building the actual 
firmware. Figure 22 shows the output firmware 
image. Specifically, the figure shows both a fresh 
custom OpenWrt install image and a custom 
OpenWrt upgrade image. Lastly, the project 
computes an integrity check on the files and stores 
the integrity hashes in the file sha256sums on all 
the firmware images. Figure 23 shows an image for 
installing the fresh build in a router under the router 
configuration graphical user interface (GUI). Many 
routers enable the download of the current firmware 
prior to the upgrade. It is also possible to perform a 
command-line install through ssh-ing into the router 
and performing the steps via the command-line 
instead of the GUI.

FIgure 19: glINeT mINI smarT rouTer 
(opeNwrT, 2020)
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FIgure 20: CusTomIzINg opeNwrT CoNFIguraTIoN

FIgure 21: buIlDINg CusTom opeNwrT FIrmware

FIgure 22: CusTom opeNwrT FIrmware Images

FIgure 23: INsTallINg opeNwrT oN a wIreless rouTer
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v. lessons learned and fuTure work

There remains a wireless security educational 
literature gap. Understanding the limitations and 
benefits for current frameworks and certifications on 
wireless security raises fundamental cybersecurity 
education questions. First, future investigations 
can improve on the quantity and quality of topics, 
developing working hands-on labs and understanding 
key security engineering tasks such as wireless 
firmware development. Second, future research 
should test findings from this research through 
IRB- approved surveys with both industry alumni 
and local area employers to gain more insights into 
wireless security educational gaps. Third, while the 
course covers breaches involving wireless security, 
future research could comprehensively examine 
breaches to determine where the gaps in mitigations 
occurred. Fourth, we are currently developing 
a Network Forensics course that will include 
wireless networks. Fifth, future investigations could 
examine industry-leading conferences such as 
DefCon, Blackhat and HOPE for gaps in wireless 
mitigations. These conferences do not include paper 
publications, so analysis methods for the talks and 
workshops would need to be developed. As IoT (e.g. 
ANT, BLE, Zigbee, ZWave, Wireless Sensors, etc.), 
NFC (e.g. ApplePay, Android NFC, etc.), Bluetooth, 
Cellular (Mobile Device Security, CDMA,  GSM/
EDGE and UMTS/HSPA UMTS, LTE, 5G, etc.), 
and other wireless securities expand, consumers 
need a cybersecurity workforce competent in lower 
risks to the communications and data processed by 
these wireless technologies.

vi. iMPliCaTions for PraCTiCe

Our findings present implications for practice 
such as which topics are covered by certification. 
CISSPs, for example, have very little, if any, specific 
protocol training. Similarly, the OWSP certification 
is really geared towards WIFI. Overall, the topic 
coverage informs the educational background and 
skills brought into a workplace. As we move more-
and-more to IoT, we can clearly see which, if any, 
topics cover IoT security needs.

vii. ConClusion

This research makes two contributions. First, we 
examine leading industry certifications with respect 
to wireless security to gain insights into gaps for 
the next generation of the NIST NICE framework. 

We found that certain wireless protocols such as 
IoT, Apple Pay, Android Pay, NFC, and customer 
wireless firmware development for embedded 
systems such as wireless routers, medical devices, 
and automobiles are currently missing. In addition, 
we found that certain WIFI attacks and mitigations 
are missing from the current NICE Framework. 
Lastly, we found that most industry certifications 
and the current NICE Framework is missing 
wireless specific guidance for forensic applications. 
Second, we found that building wireless security 
into custom firmware is entirely missing from 
literature. As such, we integrated the topics into our 
semester-long wireless course. Overall, this research 
explores top industry certifications, frameworks, 
and curriculums to gain insights into the next 
iteration of the NICE Framework. All organization 
accept wireless security risks, it is now fundamental 
that the cybersecurity workforce understands these 
implicit and explicit risks.
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i. ProbleM sTaTeMenT

Despite technology and countermeasure 
investments worldwide, mandatory training and its 
repeated iterations in organizations, awareness, and 
education of the threats posed to critical information 
systems by trusted insiders globally, the exploits and 
havocs have continued to increase exponentially, 
rather than diminish. Trusted insiders have continued 
to threaten our networks and communication 
infrastructures, in spite of the availability of more 
capabilities for identifying the culprits, and the 
incessant prosecution and conviction of malicious 
actors. In addition, even with the exposure of 
non-malicious actors in organizations, training 
and education of employers and employees alike, 
analysis of costs to individuals and organizations 
due to cybersecurity losses,  and the ubiquitous or 
plethora of defensive and offensive cybersecurity 
investments by governments and organizations in 
technical and non-technical measures, the issue of 
trusted insiders has continued to increase. 

The main reason for such an unavoidable risk 
emanating from trusted insiders is not farfetched. 
Although anyone in an organization poses a risk to 
the organization’s critical information, the cost is 
greater when it happen from those with authorized 
and privileged access.  Organizations have personnel 
who have physical access to the organization’s 
information systems, technical knowledge of 
the systems, undetectable distribution capacity 
of a stolen artifact (data, information, objects, 
intellectual property), and who understands the 
organization’s cybersecurity mitigation strategy and 
plan. Therefore, having personnel in organization 
with such inevitable capacities pose even more 
significant risks and threats to the organization.

The practicality of insider threats is such that, 
at any given time, select employees would always 
have physical access and technical expertise of 
an organization’s critical information systems or 
infrastructure, and non-suspecting distribution 

capacity of the compromised artifact as depicted 
in Figure 1. It is a known fact that information 
system professionals, depending on their positions, 
usually would have both the physical access to 
the systems and the systems’ technical knowhow, 
including the systems’ known vulnerabilities and 
the organization’s risk management framework. 
Crossing the danger zone notation in Figure 1 
indicates the point at which an employee, affected by 
one or more of the cybersecurity trigger indicators, 
has decided to become an insider malicious attacker, 
in part, because the opportunity of having access and 
distribution capacities had presented.

An insider attack originates from a trusted 
insider, regardless of whether the attack is malicious 
or non-malicious. Insider threats to organizations 
can generally be categorized as malicious (an attack 
by a criminal or malicious insider) or non-malicious 
(a careless, mistaken, negligent, or intentional but 
non-malicious attack by an employee, contractor, 
or otherwise) (Ponemon, 2018). People rather than 
technology or process, has shown to pose the greatest 
threat to organizations’ critical information systems 
(IS), information security, or cybersecurity (Gelles 
& Mitchell, 2015; Greitzer & Hohimer, 2011) 
because they possess the two perilous elements to 
cybersecurity vulnerabilities, which are accessibility 
of the physical systems and technical knowledge 
of the systems (Archuleta, 2009). As such, the 
proposed study will conduct a theoretical evaluation 
of the phenomenon based human behavior theory 
underpinnings. In this context, people represent 
employees, contractors, and employers of a 
company who could otherwise be referred to as 
trusted insiders or actors

. 
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FIgure 1: a TrusTeD INsIDer beComINg aN aTTaCker 
(aDapTeD From THe INsIDer THreaT, 2015)

The difficulty this problem poses to businesses, 
governments, institutions, and other entities is 
currently manifested in real-time and in the extant 
literature. In recent years, attacks by the trusted 
insiders have been very costly. In 2015, each 
incident’s cost to organizations is estimated at over 
$144,000, and the resolution of the issues of insider 
actors cost organizations about $21,000 a day 
(Securonix, 2015). Out of the 3269 insider incidents 
in 2017 from 159 organizations in North America, 
Europe, Middle East and Africa, and Asia-Pacific, 
64% were due to negligence by employees and 
contractors, 23% were from malicious or criminal 
insiders, and 13% were relating to user credential 
theft. On average, the total average cost of insider 
attack for the organizations was $8.76 million in 
2017 (Ponemon, 2018). Ron Rockwell Hansen, a 
former Defense Intelligence Agency (DIA) officer, 
pleaded guilty to attempted espionage in March 
2019 (Cyber Awareness Challenge, 2021).

The issue is that most study on insider attack 
have if-x-then-y perspectives. They focused heavily 
on indicators, triggers, activity monitoring, and 
workplace reporting. They also focused on the 
attackers’ character exhibitions, i.e., whether an 
attacker exhibits signs of having personality problem, 
mental disorder, ethical issue, personal or work-
related issues, emotional issue, or overdependence 
(Liang et al., 2016). They also focus on whether the 
insider attacker has financial problem, is not rational, 
disgruntled or is socially isolated (Liang et al., 
2016). Hence, we argue that although these factors 
play important roles in the characteristics of insider 
attacker, the choice of an attacker is more important 
because it consummates to an attack, as such, the 
second most critical part of the act other than the act. 
For that reason, the proposed study will focus more 
on the decisions or choices of insider attackers.

As the Chief Information Security Officer 
(CISO) of an organization, an Information Security or 
Cybersecurity Consultant, or Educator, imagine that 
you have the capacity to categorize the employees 
in your organization distinctively into four, based on 
a predetermine elements of data collected from the 
employees. And that you have the capacity to assess, 
identify, and determine the probability of employees’ 
leanings or propensity to becoming insider attackers 
when affected by any of the already identified insider 
threat indicators based on the data. That is the kind of 
intelligence the proposed study could bring to bear. 
The presupposition is that such a study will support 
the operationalization of such capacity and would be 
a gold mine for cybersecurity professionals.

Therefore, the concept espoused in this note 
aims to provide a novel cybersecurity intelligence 
capability that can predictively and prescriptively 
help organizations to identify employees who 
may have the propensity to cross the danger zone 
on the temptation line, as illustrated in Figure 1, 
and become insider attackers or malicious actors 
when any one or more of the following insider 
threat indicators manifest itself: divided loyalties, 
identification, ideologies, revenge, anger tendencies, 
destructive behavior, adventure, thrilling tendencies, 
ego, self-image, ingratiation, compulsiveness and/or 
family problems (U.S. Department of Justice, 2014). 
It also aims to alert cybersecurity manager earlier 
for better deployment of mitigation measures and 
broaden cybersecurity skills and education.

ii. researCh QuesTions

The conceptual propositions for this proposed 
study is based on choice theory. The choice theory 
underlying principles would be adopted in the 
study because of its potential ability to illustrate 
the powerfulness of a substantive and reflective 
insight of proactiveness, prescriptiveness, and 
purposefulness in advancing cybersecurity 
intelligence. In assessing the reasonableness of using 
choice theory in examining the threat of trusted 
insiders to cybersecurity, we conducted a search of 
the relevancy of the theory in the extant literature 
and in other disciplines using “choice theory” as 
keyword since this is the first attempt to use it in 
a cybersecurity setting, at least, to the best of our 
knowledge. Therefore, the following is a delineation 
of the theory and a description of the expansiveness 
and usefulness of the theory to research and practice. 
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Choice theory “is an internal control psychology; 
it explains why and how we make the choices 
that determine the course of our lives” (Glasser, 
1998, p. 7). It also explains that human beings are 
internally motivated to behave; although external 
stimuli (motivations) inform us, they do not control 
the specific choices we make or our responses to 
stimuli. Inherent in choice theory is the argument 
that all we do, from the beginning of our lives to the 
end, is to behave and relate (Glasser, 1998). Choice 
theory “is about making better choices, but we have 
to understand the reason for the bad choices before 
we can make good ones” (Glasser, 1998, p. 157). 

In describing human behavior, Glasser 
suggested four inseparable components of each 
human behavior, i.e., activity, thinking, feeling, and 
physiology. Since these four components of each 
behavior work together simultaneously, he referred to 
it as a total behavior. In other words, Glasser further 
explained that when we are doing something, we are 
acting and thinking; that we are feeling something; 
and that we are breathing, our heart is beating, 
and our brain is working. Finally, he added that 
although the inner workings of these components are 
intertwined, (1) that we have direct control over our 
actions and thoughts, and (2) that we have indirect 
control over our feelings and physiology (Glasser, 
1998). Therefore, the conceptual framework for the 
proposed study will anchor in the total behavior. 
Total behavior hinges on the idea that all behaviors 
are purposeful, and involve physiology, feeling, 
thought, and culminate in an act (Glasser, 1998).

Furthermore, choice theory is about human 
decisions; and how we relate to and gather 
information from one another, how we relate to 
or gather information from our organizations, and 
vice versa. This conception of choice theory is also 
relevant and suitable because people are the most 
significant cybersecurity threat. Choice theory will 
be relevant to gathering cybersecurity intelligence 
because behaving is relating and because of the need 
to understand the two relationships in an employer-
employee relationship; how an employer behaves 
toward an employee and how an employee behaves 
and relates to the employer (Butorac, 2020).  

Although choice theory or total behavior has not 
been used in cybersecurity intelligence literature—
to our knowledge, it has been used in many other 
areas, including reality therapy, economics, sports, 
and education. 

A Google Scholar search for “Choice Theory” 
indicates that Glasser (1998) has been cited 2,137 
times since its publication. There were 724 citations 
of the theory from 1998 to 2010, and there were 1340 
citations from 2011-2020, indicative of a trending 
interest on it. Equally important is that some of the 
books and articles that cited the choice theory have 
over 300-1,700 citations of their own.

Additionally, using “Choice Theory” as a 
keyword/phrase and selecting “Peer-reviewed 
(scholarly) journals,” “Full Text,” and “2015-2020” 
as limiters or criteria in the Academic Search Premier 
database, we found 10,069 articles relating to the 
theory, indicative of the relevancy and the amount 
of interest in the theory in recent times. Minimizing 
the criteria will provide greater number of academic 
journals with choice theory as well.

iii. ConTribuTion

First, the outcome of the proposed study will add to 
the body of knowledge because it will help in answering 
the question of whether a predictive or prescriptive 
analysis could foretell an employee’s cybersecurity 
tendencies or behaviors? An information security 
manager that is armed with employees’ cybersecurity 
tendency intelligence will be better prepared in 
instituting surgical and appropriate countermeasures to 
insider threats, risks, and vulnerabilities.  

Secondly, the outcome of the proposed study 
will help in answering the question of the degree to 
which a predictive or prescriptive analysis would 
foretell an employee’s cybersecurity tendencies or 
behaviors? Here, the question is whether the juice 
is worth the squeeze—the proposed study will 
provide the magnitude of or the significance of such 
employee’s cybersecurity tendencies.

Thirdly, the outcome of the proposed study will 
assess whether an organization could reasonably 
minimize its cybersecurity risk and threat exposures 
when the findings are operationalized. In order 
words, it will demonstrate that the development of 
such proposed cybersecurity intelligence is not only 
theoretical but has applicability and generalization. 

Furthermore, if the findings in the proposed 
study were to come to fruition, it will usher a 
new dimension to applied research because of 
its rich real-world application potentials and will 
further academic inquiry in cybersecurity because 
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of its social science implications. The potential 
contribution to the body of knowledge would be (1) 
to confirm or disconfirm the essence of total behavior 
or the falsifiability of the concept of total behavior, 
(2) would help in determining whether personnel in 
organizations could be categorized such that their 
cybersecurity leanings when faced with insider 
threat triggers could be determined, and  (3) provide 
statistical answers to insider threat research problem 
or the phenomenon of interest.

Typically, some middle to large organizations 
have over 1,000 employees, as such it is not logical, 
in fact, it will not be reasonable to individualize each 
person’s total behavior. Hence, the first iteration 
of the study will categorize the sample subjects in 
four so that it can be manageable.  Each category 
will be measured against each of the insider 
threat indicator or triggers in order to extrapolate 
cybersecurity intelligence. The categorization would 
be exploratory in nature and will be based on the 
data collected using a survey instrument. 

iv. raTionale

The rationale for this concept is to provide 
researchers and practitioners with an essential and 
actionable cybersecurity intelligence since the issue 
of insider threat has not diminished despite current 
technical and non-technical solutions available in 
the market. Secondly, the importance of advancing 
this concept is because in spite of the rapidity of 
technology innovation and creativity, and despite the 
technological capabilities available to organizations, 
government, and institutions of learning, the 
issues of trusted insiders have continued to ravage 
industries around the world.

Additionally, the provision of such intelligence 
is in line with the Cybersecurity Workforce 
Framework stipulated in the National Initiative for 
Cybersecurity Education (NICE). Although the 
concept that effective cybersecurity or information 
security risk management (RSK), data administration 
(DTA), and knowledge management (KMG) are 
complex schemes, especially in the middle to large 
organizations, is not novel, there is a need for the 
establishment of a continuum of efforts toward a better 
cybersecurity mitigation approach. Moreover, an 
organization’s ability to manage cybersecurity threat 
and risk largely depends on its capacity to formulate, 
articulate, and enforce the provisions stipulated in the 
NICE Framework categories relating, but not limited 

to Secure Provision (SP), Oversee and Govern (OV), 
Protect and Defend (PR), and Investigate (IN), 
among others (NIST SP 800-181).

v. invesTigaTive aPProaCh

We will use exploratory and quantitative research 
approaches for the study—see research contribution. 
Discernment and categorization of personnel based 
on the total behavior can only be achieved based 
on exploratory inquiry because will be the first 
of its kind. Furthermore, quantitative approach 
will be used because of its capacity to determine 
relationships among variables or constructs and the 
phenomenon of interest, and because it is predictive 
in nature. A survey instrument will be used to gather 
data from subjects among the working population in 
the U.S. The development of variables or constructs 
for the study will be based on the total behavior’s 
core principles. Following the initial theoretical 
investigation, depending on the result, a longitudinal 
examination may ensue for generalization and 
further affirmation of the result. 

In addition, quantitative analysis tends to 
explore attitudes and behaviors (Offor, 2016). 
The first iteration of this study would test the 
falsifiability of the theory. In other words, the initial 
objective is to establish that all actions/activities 
are based on total behavior. In identifying our total 
behavior categories, we will assess their correlations 
to provide cybersecurity intelligence.  We will then 
assess how insider threat triggers moderate each 
total behavior category in relation to insider threat 
behaviors.

vi. lesson learned

The currency of the following observations or 
lessons learned is one of the motivations for this 
conceptualization and proposal for a new innovative 
and creative examination of the phenomenon:

• Cybersecurity education is still evolving 
because cybersecurity threats are still 
evolving.

• As our cyber presence increases, 
governments and organizations alike 
must advance cybersecurity technical and 
non-technical solutions and be zealous in 
crafting the right mix of regulation.

• That our cyber environment will outgrow 
our physical environment because the 
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Internet has no boundaries; as such, the 
need for a safer cyber environment cannot 
be overstated.

vii. iMPliCaTion for PraCTiCe

The results of the study will indicate that 
organizations can be better served when they could 
make reasonable assessments and judgments or have 
reasonable sets of expectations of their employees’ 
information security or cybersecurity propensities 
or postures in order to take appropriate mitigation 
countermeasures. It will help organizations in taking 
preventative measures to cybersecurity rather than 
relying on reactive measures. 

A successful result will advance cybersecurity 
intelligence capabilities and provide cybersecurity 
managers, across the globe, with predictability in 
their mitigation strategies, plans, and efforts. In 
addition, a successful result will advance interests 
in the psychology community, especially for 
practitioners in the reality therapy. 

viii. iMPliCaTion for researCh

The result of the study will ignite a new frontier 
in theoretical examinations of the phenomenon of 
an insider threat since “a theoretical framework is 
a set of related concepts or constructs formulated 
based on a given theory to analyze, explain, predict, 
prescribe, and understand a phenomenon” (Offor, 
2016). In addition, a theoretical examination of a 
trusted insider’s issue requires the formulation of 
a translatable, observable, and empirically testable 
theory (Offor, 2016). The benefits of a successful 
outcome from the proposed study will enrich 
academic research cybersecurity, psychology, and 
other academic domains because understanding 
human behaviors is the core to understanding 
cybersecurity issues emanating from trusted insiders.

ix. Call for aCTion

We are open to and are looking for research 
partners, sponsors, and/or participating organizations 
in order to advance this proposed study.
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i. inTroduCTion

There exists a continuous shortage of 
cybersecurity workforce in the country and 
numerous education and training programs are trying 
hard to fill the gap between demand and supply of 
cybersecurity professionals. While organizations 
continue to spend more on cybersecurity and hire 
more personnel, at the same time the number of 
cybersecurity incidents and attacks continues to 
rise. We need skilled cybersecurity professionals 
to fill the role of specialists in large organizations, 
as well as generalists in small to medium size 
organizations. The primary and urgent problem 
is to then understand how to structure the training 
and education of cybersecurity workers so that we 
produce both the volume and quality of workforce 
that fills the available cybersecurity roles as well 
as those that possess the core skills required of a 
generalist cybersecurity professional that can protect 
the organizations computing systems and networks. 
Further such training and education should be able to 
be used as a scaffolding for developing specialized 
skills over a period of career or advanced education. 
To understand what is the core body of knowledge 
that all cybersecurity professionals must hold, we 
seek to understand the nature of cybersecurity work. 
The NICE framework and its revised draft in 2020 
(Newhouse et. al 2017, Petersen et. al 2020) provide 
the foundational elements in describing the nature of 
cybersecurity work. While there have been previous 
attempts to formalize cybersecurity education 
(Burley et al 2017), we look at the nature of work of 
a cybersecurity professional and use that as the basis 
of identifying the core body of knowledge and skills 
that are relevant to the cybersecurity workforce. We 
then compare these to the specialty areas described 
in the NICE framework and advance insights for 
practitioners. 

ii. baCkground researCh

There is considerable debate on the 
question of what constitutes a profession 
and the professionalization of an occupation 
The developmental and structural models of 
professionalization are based on how the progression 
of profession follows a series of predefined steps 
that include trade associations, university curricula, 
licensure and a code of ethics. The Computer Science 
and Telecommunications Board has recommended 
that the cybersecurity workforce is not ready for 
professionalization and has come up with a set of 
guidelines for when professionalizing of the nation’s 
cybersecurity workforce would be appropriate (NRC 
2013). 

Professions, however, can be defined in other 
ways besides a structure, form-based definition 
based on curricula, regulation and licensure. They 
do not exist in isolation, but each profession has a 
set of tasks that it performs to fulfill what the society 
needs, a body of knowledge on which it is based 
and jurisdictional relationships with other similar or 
related professions that satisfy similar societal needs. 
This definition of professions was conceptualized 
by Andrew Abbott in his 1988 sociological treatise 
on the system of professions which dealt with the 
division of expert labor, how professions came into 
being and the nature of their jurisdictional battles 
with other professions. Abbott was one of the first 
to study the role of actual work tasks in defining 
a profession, the use of abstract knowledge as a 
basis of professional work, the role of context and 
client in the legitimization of the profession and 
the relationship between professions as they wax 
and wane in power over time. Abbott’s definition 
of professions is that professions are occupational 
groups that apply abstract knowledge to solve 
problems. We use this definition of professions to 
analyze the work of cybersecurity professionals (as 
defined by the NICE specialty areas) and then use 
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that as the basis for providing curricular guidance. 
We recognize that the NICE framework itself is 
based on a study of cybersecurity work and practice, 
but we apply a higher order analysis by situating the 
concept of cybersecurity profession in the context of 
other professions such as law, medicine, accounting 
and nursing over time.

Similar to the attempts to identify the need 
for professionalization of the cybersecurity 
workforce, there have also been attempts to 
identify the knowledge, skills and capabilities 
required for cybersecurity workers. A joint task 
force of several organizations (ACM, IEEE-CS, 
IFIP WG 11.8, IS SIGSEC) has identified essential 
curricular knowledge in various knowledge 
areas in cybersecurity including data essentials, 
software essentials, component essentials, 
connection essentials, system essentials and human, 
organizational and societal essentials. The coverage 
of these knowledge areas is based on a thought model 
that includes cross cutting concepts, and disciplinary 
lenses.  Our conceptual approach is different. What 
we seek to do is develop a grounded understanding 
of the work done by cybersecurity professionals 
based on Abbott’s theory of professions, we then 
compare our understanding of the specialty areas in 
the NICE workforce framework to see if we can gain 
new insights that can guide cybersecurity education 
in the future.

If we examine the history of cybersecurity as a 
profession, we find its basis in technological change, 
the use of computers, networks and the Internet. 
Cybersecurity work is work that objectively did not 
exist before the advent of computing and the Internet 
and in that sense may be different from say medicine 
where the body as an entity has always existed and 
people have always been getting sick. Further, one 
can argue that since computers and networks were 
first used by governments and large corporations, the 
task itself and its major clients were large companies 
and agencies. As computing and networking spread 
to small businesses and individuals the demand 
for cybersecurity tasks are also exploding in these 
arenas.  

According to Abbots essay on the division of 
expert labor (1988), professions are occupations 
based on the application of expert knowledge to 
tasks and do not exist in isolation, but systems of 
professions are related to each other. Professional 
work has three components, diagnosis, treatment 

and inference. Diagnosis is the process of getting 
information about reality, while treatment is the 
process of suggesting recommended solutions. 
Inference in contrast, is concerned with taking the 
information from the diagnosis and finding the 
matching treatment. The work of diagnosis, inference 
and treatment may be performed by different work 
roles(specialist) or the same work roles (generalist) 
in a given profession or organization.

Abbot’s work on the development of professional 
expertise (1988) has been applied to medicine, law 
as well as information and computer science-based 
professions. In applying the model of diagnosis, 
treatment and inference to the cybersecurity 
profession, we develop an abstract representation of 
cybersecurity work. Instead of asking the question 
what cybersecurity work is, as defined in the 
NICE framework, we ask the question, what does 
a professional do, based on our understanding of 
a variety of professions over time. We then apply 
this bottom up understanding of professional work 
to NICE categories and specialty areas to advance 
an analysis of the key skills, and knowledge areas 
that need to be given primacy for cybersecurity 
professionals. By looking at cybersecurity work 
from the outside-in lens of professional work 
across time, rather than an inside out analysis of 
cybersecurity categories and specialty areas in the 
NICE framework we attempt to understand how 
cybersecurity work is situated in context, in terms of 
the problems that it solves for users, organizations 
and society. 

iii. Towards The develoPMenT 
of a ConCePTual Model

Diagnosis is the process of collecting specific 
information about the problem, information that 
has been previously defined as important by the 
corpus of abstract knowledge of the profession. 
For example, a vulnerability scan would collect 
information about the vulnerabilities in the software 
applications but ignore the IT strategy and CISO 
work role in the data collection process. Abbott 
calls these processes colligation and classification, 
where colligation, for example, could be an incident 
response specialist collecting data about the issues 
with website availability that a client is having, and 
this would then paint a picture for the identification 
of treatment.  Classification would be matching this 
picture with the list of problems that the profession 
concerns as legitimate problems. This classification 
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system is then the abstract knowledge that defines 
the profession. So, classification of the data 
collected may result in its identification as a denial 
of service attack. This process of colligation and 
classification requires a fair amount of judgement, 
because if there was a direct match between finding 
the vulnerabilities and recommending appropriate 
countermeasures, it could be codified so that a lay 
person could do it and we would not need experts, or 
it could be easily automated. 

The classification system is thus organized not 
as a logical but a probabilistic hierarchy. A key part 
of diagnosis is the treatment system, you diagnose 
only problems which you can fix and lump problems 
that have a common treatment together. The 
viability of treatment impacts the diagnosis. So, for 
example, hardening network perimeter security and 
implementing strict account management policies 
are treatments to a wide variety of security threats, 
and vulnerabilities. Further the classification system 
does not have a one on one key with colligation and 
there are various residual problems. No amount 
of firewalls and defense in depth approaches can 
solve all security problems. Diagnosis need not 
be as complex as it seems, because most steps in 
diagnosis can be skipped as most clients have similar 
problems. Most pen testers, for example, would run 
a vulnerability scan because that has the highest 
probability of identifying common problems. The 
more complex diagnosis of social engineering risks 
requires more sophisticated diagnosis that cannot be 
performed by high probability tools such as a Nessus 
Vulnerability scanner. 

While the diagnosis system collects parsimonious 
data, the treatment system brings all the complexities 
of the target system, user or organization, back into 
the picture. Who the client is, for instance a large 
company versus a small business, can also determine 
what treatment is recommended. Treatment can 
be delegated to lower levels of the hierarchy if it 
is routine, see for example paralegals and nurses. 
However, the prestige of the client can also come 
into play when delegating treatment. So, help desk 
and tech support specialists can routinely answer 
lowest level issues, but highly paid consultants are 
hired to deal with large scale data leakage and fraud.  

Another issue is how we measure the outcome 
of a treatment. Success can be measured with 
positive outcomes or avoidance of failure and the 
outcome of cybersecurity is usually measured in 

terms of avoidance of failure, many of which have 
a low probability of occurrence. If the outcome of 
treatment is very easily measurable then a sysadmin 
could apply all the patches and configure the firewall 
and you would end up with a secure system. The 
more complicated and detailed the treatment, the 
more difficult it is to measure whether the treatment 
resulted in the avoidance of failure, the more a 
profession can maintain a jurisdictional stronghold 
through ambiguity.  

Inference is done when there is no direct 
connection between diagnosis and treatment. 
Inference works by exclusion or by construction. 
An incident response specialist that disconnects 
the infected system from the network while the 
forensics investigator finds the source of the attacks 
is working by exclusion. The risk management 
specialist who completes an assessment of the 
physical, technical and administrative controls is 
doing inference by construction. When inference is 
done over a long period of many time intervals, and 
there are decisions about controls, configurations 
and policies made in each time interval with 
varying probability of success, it results in a long 
inference chain with compounding probabilities. 
And the longer the inference chain, the greater the 
chance that any successful outcome is now based on 
interference from a variety of constituents and goals 
of stakeholders such as users, managers, fiduciary 
agents, public opinion, costs and profitability.  

One area where inference is of special 
significance is in the identification of zero-day 
vulnerabilities. While several other professions 
require the practitioner to address cutting edge 
problems, the cybersecurity profession is unique 
with regard to its emphasis of trying to maintain 
a direct connection between security operations 
and new threats, so as to say ahead of Advanced 
Persistent Threats and attacker groups.  In situations 
like this, inference is tightly integrated with diagnosis 
and treatment as once the new vulnerabilities are 
identified they need to be shared with researchers, 
vendors and disseminated to users and organizations. 
In the field of cybersecurity, where there is such a 
direct and rapid relationship between operations and 
new research, we believe that the work of inference 
requires tighter connections between multiple 
stakeholders and shorter inference chains. 

We mapped the categories and specialty areas 
in the NICE framework to diagnosis, treatment 
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and inference, which according to Abbott, is what 
defines professional work. We know that the 
revised NICE framework draft is removing the 
hierarchical role of categories and specialty areas, 
but we decided to define the framework in terms of 
category areas because it provides an economical 
model of the types of work that is done in the field 
of cybersecurity. An overall analysis of categories 
in the NICE framework indicates that the very roles 
that are in direct contact with users and clients, such 
as systems administration, vulnerability assessment 
and customer service need skills both in diagnosis 
and treatment. Since the clients are users and business 
organizations, cybersecurity professional also needs 
to have an understanding of user psychology and 
business needs. In other areas too, knowledge of 
risk, management, workflows, systems thinking, 
and information assimilation, summarization and 
presentation would play a key role in defending the 
organizations computers, networks and information. 
To that end, it is our counterintuitive argument 
that the core body of foundational knowledge 
in cybersecurity should pay equal, if not greater 
emphasis to interdisciplinary foundational skills 
in design, information management, presentation, 
human psychology, politics of goals setting, strategy 
implementation and change management. We argue 
that any skills in foundational computing disciplines 
that do not require judgement and interpretation can 
easily be acquired in a short period of time and may 
also be delegated and automated in the future as 
soon as they can be routinized. 

When we analyze the NICE framework categories 
and specialty areas on the basis of diagnosis, 
inference and treatment of cybersecurity problems 
that need to be solved in organizations, we arrive 
at the classification shown in Figure 1.  What this 
analysis reveals to us is that the majority of work in 
Cybersecurity is performed at the interface between 
users, and organizations. For example, performing a 
threat analysis of foreign intelligence is inferential 
in nature and tries to develop and deal with abstract 
knowledge that explains the gaps between diagnosis 
and treatment. Cybersecurity work such as system 
administration, secure software development, data 
administration is treatment that is based on existing 
models of diagnosis (what is wrong) and treatment 
classifications (how do we fix it).  Treatment is not 
necessarily routine work or work that requires low 
levels of judgement. Some treatment work like 
installing patches or incident response might have a 
clear playbook and might be routinized while others 

such as data and knowledge management might 
require various trials and evaluations to identify the 
right treatment option. 

Many specialty areas require diagnosis and 
treatment which requires interaction with the client, 
the user and the business unit. For some work 
roles, the colligation and classification system for 
diagnosis and treatment are already established by 
abstract knowledge. For example, the customer 
service tech knows the various common ways to 
solve the problem, while the Cyber investigation 
and digital forensics expert might require more 
sophisticated diagnosis of the context before arriving 
at any conclusions. 

The number of cybersecurity specialty areas that 
require business and user knowledge, along with 
knowledge in other core areas, for treatment and 
diagnosis is significant.  The question then arises, 
by training our students for the core knowledge 
areas in cybersecurity at the expense of business 
and communication skills, are we hampering the 
very success of these students in their careers and 
hindering the effective protection of an organization’s 
information and computing resources?

A case in point is social engineering risks and 
countermeasures. Phishing is becoming a more and 
more popular attack vector because organizations are 
able to implement sophisticated security controls, 
thus somewhat reducing well known security risks. 
The training and controls required to mitigate social 
engineering attacks requires large scale collaboration 
between users, division heads and top management. 
Other significant human elements of risk such 
as insider threats also involve a combination of 
administrative, technical and physical controls. The 
success of security professionals in the diagnosis, 
treatment and inference related to the human element 
of security is likely to be heavily reliant on their 
business, communication and emotional intelligence 
capabilities.  
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FIgure 1: NICe CaTegorIes aND proFessIoNal work 
CoNCepTual moDel

iv. ConClusion

Cybersecurity curriculum, certification and 
NICE standards evolved from an analysis of 
cybersecurity professional work. However, in this 
note we have put forth the argument that business 
and user skills are equally, if not more important 
than cybersecurity knowledge for cybersecurity 
professionals. This analysis of the extent of 
diagnosis, treatment and inference in cybersecurity 
specialty areas is purely conceptual. Future research 
should identify which part of these specialty areas 
work roles is involved in diagnosis, inference and 
treatment. Finally, and most importantly, it would be 
useful to study successful workers in each of these 
work roles and correlate that with the proportion 
of their skills and training in communication, and 
business as compared to their depth and breadth of 
knowledge in cybersecurity. 

It goes without saying that at the higher level 
in cybersecurity leadership positions, knowledge of 
business, communication skills, political landscape, 
dealing with unstructured information and change 
management are crucial. However, our analysis of 
cybersecurity specialty areas identified in the NICE 
framework based on the theory of professions reveals 
that even for systems administration, training and 

development, risk management and customer support 
an understanding of the client, the user, the business, 
is absolutely essential for diagnosis, treatment 
as well as inference. In the case of cybersecurity 
work, the client whether it is the user, the business 
unit or an organization requires the sysadmin, the 
tech support specialist and incident responder to 
have a deeper level of understanding. Without such 
understanding, for example, the user may not follow 
the recommended treatment and practice poor 
information hygiene thus unwittingly clicking on 
phishing emails. Without such an understanding, for 
example, the incident responder and cyber operator 
would find it difficult to convince the threat actor 
and the script kiddie to reveal sensitive information.

 
The implications for small to medium size 

businesses that do not have a Chief Information 
Security Officer (CISO) and Security Operations 
Center (SOC) are even more far reaching. In these 
organizations there is not a diversity of employees 
and work roles to specifically fulfil the needs of 
diagnosis, inference and treatment. When it is left 
up to a single employee or a small IT department 
to perform the work of diagnosis, inference and 
treatment, the importance of understanding the 
context and the business cannot be underestimated. 

One might even argue that we do not need 
undergraduates with four years of core knowledge 
in cybersecurity to perform much of diagnosis and 
treatment. Much of our problems of cybersecurity 
skills shortage may have the potential to be 
resolved if we took students well versed in user, 
communication and business skills and put them 
through short intense courses in core cybersecurity 
knowledge areas, similar to the example set by 
coding boot camps. We might then end up with a 
cybersecurity professional with high efficacy and 
might be more rapidly able to meet the shortfall in 
the cybersecurity workforce. 

We know that this is a controversial conclusion 
based on a conceptual analysis of the nature of 
cybersecurity work, but we believe that it would 
behoove us to emulate another profession that is 
dealing with workforce shortages, namely software 
development, and its ability to rapidly recruit and 
onramp workers without degrees by relying on 
their problem solving skills, coding boot camps and 
performance based interviews. 
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